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Welcome

Please organize into teams
2 People/computer

Wireless network
SSID : Password on whiteboard

Assume public IP assigned to eth0 for ssh login
root : Password on whiteboard

NetFPGA homepage
http://NetFPGA.org

A
eNE':FPEH NetFPGA — Seoul Tutorial — Feb, 200 STANFORD UNIVERSITY




NetFPGA Tutorial Program

9:00 — 10:30 Session |
10:30 — 11:00 Coffee break
11:00 — 12:30 Session |l
12:30 — 13:30 Lunch
13:30 — 15:00 Session Il
15:00 — 15:30 Coffee break
15:30 — 17:00 Session IV

P
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Tutorial Outline

Background
— Introduction
— Basics of an IP Router
— The NetFPGA Platform
The Stanford Base Reference Router
— Demo1: Reference Router running on the NetFPGA
— Inside the NetFPGA hardware
— Breakneck introduction to FPGAs and Verilog
— Exercise 1: Build your own Reference Router
The Enhanced Reference Router
— Motivation: Understanding buffer size requirements in a router
— Demo 2: Observing and controlling the queue size
— Exercise 2: Enhancing the Reference Router
The Life of a Packet Through the NetFPGA
— Hardware Datapath
— Interface to software: Exceptions and Host I/O
— Exercise 3: Drop 1 in N Packets
Concluding Remarks
— Additional Hardware Platforms
— Using NetFPGA for research and teaching
— Group Discussion (All)
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What is the NetFPGA?

Networking
Software

runningon a |
standard PC

A hardware
accelerator
built with Field FPGA
Programmable
Gate Array

driving Gigabit | STy
network links
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Who, How, Why

Who uses the NetFPGA?
— Teachers
— Students
— Researchers

How do they use the NetFPGA?
— To run the Router Kit

— To build modular reference designs
. IPv4 router
e 4-port NIC
«  Ethernet switch, ...

Why do they use the NetFPGA?
— To measure performance of Internet systems
— To prototype new networking systems

A
SNetFPGA N e STANFORD UNIVERSITY



%’\
>

Running the Router Kit

Routing
Table

Packet
Buffer

IPv4
Router
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e N e tFPEIH NetFPGA — Seoul Tutorial — Feb, 200

STANFORD UNIVERSITY

%
o@(}e

Enhancing Modular Reference Designs

A
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1. Design
2. Simulate

3. Synthesize
4. Download

%Veriloﬁgﬁ modules interconnected by FIFO interfa
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1. Design
2. Simulate

3. Synthesize
4. Download

My Design

(1GE MAC is soft/replaceable)

Feb, 200

Next Hop
R3

E R3

F R5
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What does a router do?

Ver |HLen| T.Service | Total Packet Length
FlagS| Fragment Offset

9 Fragment ID

+—

Fy TTL Protocol Header Checksum
o

N Source Address

Destination Address

& Options (if any)

%] Data

~d
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What does a router do?

STANFORD UNIVERSITY
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Basic Components of an IP Router

N
& CLI )
. S
f
Protocols )
Routing 3 Control Plane
Table
T
Q
Forwarding | g v . 3 Datapath
Table |0 <= = per-packet
% processing
J
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Per-packet processing in an IP Router

1. Accept packet arriving on an incoming link.

2. Lookup packet destination address in the
forwarding table to identify outgoing port(s).

3. Manipulate IP header: e.g., decrement TTL,
update header checksum.

5. Buffer packet in the output queue.

6. Transmit packet onto outgoing link.
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Generic Datapath Architecture

Data [F15
Queue
IP Address| Header Packet

.
A 4

Data_ |50

Forwarding
Table
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CIDR and Longest Prefix Matches

» The IP address space is broken into line segments.

<+ Each line segment is described by a prefix.

<+ A prefix is of the form x/y where x indicates the prefix of all
addresses in the line segment, and y indicates the length of
the segment.

%+ e.g. The prefix 128.9/16 represents the line segment
containing addresses in the range: 128.9.0.0 ... 128.9.255.255.

128§9.0-0 142.12/19

65/8 128.9/16 —__

R I ] 231

128.9.16.14

A
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Classless Interdomain Routing (CIDR)

128.9.19/24
128.9.25/24
L

IZS.M_Q 1289,176/20
128.9/16  —— —_—

I
i

0 232.1

128.9.16.14

Most specific route = “longest matching prefix"

/q S
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Techniques for LPM in hardware

Linear search

— Slow

Direct lookup

— Currently requires too much memory

— Updating a prefix leads to many changes
Tries

— Deterministic lookup time

— Easily pipelined but require multiple memories/
references

TCAM (Ternary CAM)

— Simple and widely used but have
lower density than RAM and need more power

— Gradually being replaced by algorithmic methods S

A
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An IP Router on NetFPGA
N
&CLI (9’: Linux user-level
»<  processes
Exception ||_Protocols )
Processing Routmg @
Table
J
) - Verilog on
. o NetFPGA PCI board
Forwarding Switchin a
Table 9 = —
o
-~
(0]
)
~d
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NetFPGA Router

Function
— 4 Gigabit Ethernet ports

Fully programmable
— FPGA hardware

Low cost

Open-source FPGA hardware
— Verilog base design

Open-souce Software
— Drivers in C and C++

A
SNetFPGA N e STANFORD UNIVERSITY



NetFPGA Platform

Major Components
— Interfaces
* 4 Gigabit Ethernet Ports
» PCI Host Interface

— Memories
 36Mbits Static RAM
* 512Mbits DDR2 Dynamic RAM

— FPGA Resources
* Block RAMs
» Configurable Logic Block (CLBs)
* Memory Mapped Registers

STANFORD UNIVERSITY
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NetFPGA System

. Web & Browser
cap || Monitor Video & Video
Tools Server Client

User Space

Linux Kernel

[Packet Forwarding Table]

L] ] [T L]
NetFPGA Router
Hardware

(nf2c0 .. 3) (eth1..2)

JIN

STANFORD UNIVERSITY [3F
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NetFPGA’s Hardware Components

* Xilinx Virtex-2 Pro FPGA for User Logic

« Xilinx Spartan for PCI Host Interface

* Cypress: 2 * 2.25 MB ZBT SRAM

* Micron: 64MB DDR2 DRAM

* Broadcom: PHY for 4 Gigabit Ethernet ports

~d
SNelFPGA N s STANFORD UNIVERSITY

NetFPGA System Components

* Network Ports

— Host PCl-express NIC
» Dual Gigabit Ethernet
ports on PCl-express card

— NetFPGA
* Quad Gigabit Ethernet
ports on NetFPGA PCI card

*  Motherboard
— Standard AMD or Intel-based
x86 computer with PCI
and PCl-express slots

* Processor
— Dual or Quad-Core CPU

* Operating System
— Linux CentOS 5.2

A
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NetFPGA Cube Systems

 PCs assembled from parts
— Stanford University
— Cambridge University

* Pre-built systems available
— Accent Technology Inc.

e Details are in the Guide
http://netfpga.org/static/quide.html

~d
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Rackmount NetFPGA Servers

NetFPGA inserts in
PCI or PCI-X slot

2U Server
(Dell 2950)

1U Server
(Accent Technology Inc.)

‘Thanks: Brian Cashman for providing machine

A
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Stanford NetFPGA Cluster

Stanford NetFPGA Cluster (NFC)
Internetconnect-side View

| Statistics
* Rack of 40
* 1U PCs with
NetFPGAs
*  Manged
*  Power
» Console
« LANs
.~ - Provides

4*40=160 Gbps
of full line-rate
processing
bandwidth

A
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NetFPGA Lab Setup

eth1 : Local Client & Server

Dual NIC
[cE] eth2 : Server for Neighbor
SR Net-FPGA [=]
NetFPGA |: Internet nf2c2 : Local Host
Control SW Router nf2c1 : Neighbor
Hardware
CAD Tools

A
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NetFPGA Hardware Set for Demo #1

s Video . NIC %i‘
Server b
‘E CPU x2 Net-FPGA[ 3«

Router
Hardware

Server
delivers
streaming
HD video
through a
chain of
NetFPGA
Routers

Internet
Router
Hardware

CPU x2

Video I
Display
CAD Tools

Feb, 200 29 STANFORD UNIVERSITY

Router
Hardware

A
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Cable Configuration in the Lab

* NetFPGA Gigabit Ethernet Interfaces
— nf2c3:
— nf2c2 : Local host interface (red)
— nf2c1 : Routes for adjacent server (blue)
— nf2c0 :
* Host Ethernet Interfaces
— eth1 : Local host interface (red)
— eth2 : Server for neighbor (blue)

]

S
3 3 3 +—3 +—3 3 +—3 +—3 —3 —3
1—2| [1—2[ [1—2| [1—2| [1—2| |[1—2| [—2| |[1—2| [1—2| [—2
2 1—+2 142 1~+42 1—+42 1—+2 1—==2 1—+42 1—+52 1—+42 1
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Demo 1

Reference Router running on the
NetFPGA

~d
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Setup for the Reference Router

Video Server

Port 2 connected to
Client / Server

Ports 0 and 3 connected to tFPGA
adjacent NetFPGA cards

Each NetFPGA card
has four ports

Video
Client

A
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Topology of NetFPGA Routers

Display

~d
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Subnet Configuration

Video
Server == Shortest Path Client

A
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Cable Configuration for Demo 1

NetFPGA Gigabit Ethernet Interfaces
— nf2¢3 :

— nf2c2 : Local host interface (red)
— nf2c0 :

* Host Ethernet Interfaces

— eth1: Local host interface (red)

(X
(=
3 3 3 3 3 3
1—2[ [1—2| N—2| H1—2| |1—2| |1—2
2 1 2 1 2 1 2 1 2 1 2 1
< 0 0 0 0 0 0
@ | eth | eth | eth | eth | eth
Pe
SNelFPGA N STANFORD UNIVERSITY

Working IP Router

* Objectives
— Become familiar with
Stanford Reference Router

— Observe PW-OSPF
re-routing traffic around a failure

A
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Streaming Video through the NetFPGA

* Video server
— Source files
/var/www/html/video
— Network URL :
http://192.168.Net.Host/video

* Video client
— Windows Media Player
— Linux mplayer

Fle Edt Vew
Googie[G-o
W Ry

Apache/2.0.52 (CentOS) Server at nf-testd.stanford.edu Port 80

» Video traffic
— MPEG2 HDTV (35 Mbps)
— MPEG2 TV (9 Mbps)
— DVI (3 Mbps)
— WMF (1.7 Mbps)

[T 1[G @mtemet

[T I3 @ mtemet

[R100% - ,

P
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Demo 1 Physical Configuration

Any PC can stream traffic

Key:

eth1 of Host PC
192.168.X.Y

To stream mplayer video
from server 4.1, type:

NetFPGA
Router #

192.168.18.*

g B
5
:

H
-

mp 192.168.4.1

192.168.21.%

through multiple NetFPGA
routers in the ring topology
to any other PC

[z1)
[ia)

192.168.15.*

A
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192.168.24.*!_192.168.27.*“192.168.30.’-’

192.168.1 2.*!_ 192.168.9.* !'192.168.6.* u

1] [

i

STANFORD UNIVERSITY
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Step 1 — Observe the Routing Tables

The router is already
configured and
running on your
machines

The routing table has
converged to the
routing decisions with
minimum number of
hops

Next, break a link ...

~d
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(7] Router Quickstart

|(Configuration | stausucs | Details

Router Configuration

Interface Configuration

Load From File

Port Number MAC Address 1P Address ]
0/00:00:00:00:19:01 152.168.27.1
1100:00:00:00:19:02 162.168.26.2
2/00:00:00:00:19:03 192.168.25.2
3/00:00:00:00:19:04 192.168.24.2
Routing Table Reset Entry |
Modifiec] inclex [Destination IP__|Subnet Mask|NextHop IP .| MACO| CPUO|MACT | CPUT[MAC2 | CPU2 [MAC3 | CPUZ
0[192.168.30.0 [255.255. 2.168.2..| -
=] 1]192.16 255.255... [192.168.2...| ) o]
[m] 2/192.168.28.0 255.255.... (192.168.2..| W] O =
] 31192.168.27.0 255.255.... [0.0.0.0 g ]
m} 4/192.168.26.0 255.255.... (0.0.0.0 BRI m]
m] 5[192.16¢ 255.255... (0.0.0.0 vl
m] 6/192.168.24.0 [255.255.... [0.0.0.0 Ul ool olglal] 0
7[192.1 0 (255.255.... [192.168.2 [ v
m] 8[192.168.22.0 [255.255.... |192.168.2...| [ | [ | (1 [ O [ O [ L1 b [ [
9[192.168.21.0 [255.255.... [192.168.2 [ v
1| 10192.168.20.0 1255.255.. 1192 1682 | (1 | (1| [1 | (1| (1| (1| Wl | CI]v
ARP Table Reset Entry |
Modified Indiex P Addiress Next Hop MAC Address
0/192.168.27.2 00:00:00:001c.:04 -
1192.168.24.1 00:00:00:0016:01
20 00:00:00:00:00:00
300.00.0 00:00:00:00:00:00
40.0.00 00:00:00:00:00:00
510.0.00 00:00:00:00:00:00
g E‘Eooo 06:96:00:00.0000
70.0.00 00:00:00:00:00:00
O 80.0.0.0 00:00:00:00:00:00
50000 00:00:00:00.00.00

STANFORD UNIVERSITY

Break the link
between video
server and video

client

Routers re-route
traffic around the
broken link and
video continues

Routing Table

Reset Entry

playing

A
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Modified] Index Destination IP__[Subnet Mask|NextHop IP .| MACO] CPUO|MAC1 | CPUL[MAC2 [ CPU2 [MAC3 [ CPU3.
] 168.30.0 [255.255.... |192.1682..| b | OO [ CI | CT | CT [T | 00 [ O |~
] 1[192.168.29.0 [255.255... [162.1682..| b | O | O [ O [ O] [ O [ (01 | [

] 2[192.168.28.0 [255.255.... [192.168.2...| v | [ | (J | [J | (] | O r
o] 3]192.168.27.0 [255.255... [0.000 | b | (] | O | (J [ J alold
d 4 68.26.0 [255.255.... [0.0.0.0 glolyglglglglalg
o] 5 68.25.0 [255.255.... [0.0.0.0 oloolo/wolro
3 68.24.0 5 0.0 ] ] ™N
Ll 7| 68, ] S 68, ] L ol L L L L Ll
8 68.22.0 5 652 ] L1
[m] 9 68.21.0 5 692 ZEIDEESEETE N RN ) Al )
1 68.20.0 Wl JO0 T OO DT T LLL L NCLLA

STANFORD UNIVERSITY




Integrated Circuit Technology
And Field Programmable Gate
Arrays (FPGAs)

~d
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Integrated Circuit Technology

Full-custom Design
— Complementary Metal Oxide Semiconductor (CMOS)

Semi-custom ASIC Design
— Gate array
— Standard cell

Programmable Logic Device
— Programmable Array Logic
— Field Programmable Gate Arrays

Processors

STANFORD UNIVERSITY (It
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Look-Up Tables

Combinatorial logic is stored A|B|C|D|Z
in Look-Up Tables (LUTs)
— Also called
Function Generators (FGs)
— Capacity is limited only by
number of inputs, not complexity
— Delay through the LUT is constant

O O O O O O
- =~ O O O O
O O =~ ~ O O
- O =~ O - O
- 2 a O O O

Combinatorial Logic

A— 111]0(0|0
B — 111]0[1]0
Z ——
C —] 1(1(1]0|0
b 11111111
fagram From: Xilinx, Inc
5 8
SNelFPGA N i a0 STANFORD UNIVERSITY
Xilinx CLB Structure
Each slice has four outputs
— Two registered outputs,
two non-registered outputs Slice 0
— Two BUFTs associated i | ore
with each CLB, accessible ~ LUT — Carmry o a—
by all 16 CLB outputs 1 [
CLR
Carry logic run vertically = |
— Signals run upward 4 WUT RS .
— Two independent —
carry chains per CLB T

Diagram From: Xilinx, Inc.

A
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Field Programmable Gate Arrays

CLB (4 slices) : i
— Primitive element of FPGA L™

Routing Module
— Global routing
— Local interconnect

A

3rd Generation LUT-based FPGA

Macro Blocks
— Block Memories
— Microprocessor

rMacro
Block
(uP,

I Mem)

Sl

ﬂﬁ
/0 Block ﬂﬁ
1=

Pad Routing CLB Matrix 110
/q S
SNelFPGA N STANFORD UNIVERSITY

NetFPGA Block Diagram
< |
NetFPGA platform
- V2-Pro50 FPGA w/ infrastructure [
g v3  [Ear— — 5=
o) <M oM«
«Q
" [7)
g . »2 3|2 3 T Your hardware specified 982
m <m| | |&m [ I <« inVerilog source code  [*T> § b, %
cEB: — < connected to components s
3 >T O % @ 1™ of the Reference Router » - D
o <M [©0M«{T <« circuits and cores. — 2 %’_
g mal =g == 2
= Tml |8 m o
g Zm B M T ]
o] i N\ 0w -
? FIFO Control, PCI g1 7
packet Cnixel >c g
buffers Intel:face ]
| =]
: 2
E::‘t ter l Linux OS - NetFPGA Kernel driver | -
u
g \ User-defined software networking applications \

A
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Details of the NetFPGA

* Fits into standard PCI slot
— Standard Bus: 32 bits, 33 MHz
* Provides interfaces for processing network packets
— 4 Gigabit Ethernet Ports
» Allows hardware-accelerated processing
— Implemented with Field Programmable Gate Array (FPGA) Logic

~d
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Introduction to the Verilog
Hardware Description Language

A
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Hardware Description Languages

Concurrent

— By default, Verilog statements
evaluated concurrently

Express fine grain parallelism
— Allows gate-level parallelism

Provides Precise Description
— Eliminates ambiguity about operation

Synthesizable
— Generates hardware from description

~d
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Verilog Data Types

reg [7:0] A; /I 8-bitregister, MSB to LSB
Il (Preferred bit order for NetFPGA)
reg [0:15] B; /I 16-bit register, LSB to MSB

B = {A[7:0],A[0:7]}; /I Assignment of bits
reg [31:0] Mem [0:1023]; // 1K Word Memory
integer Count; // simple signed 32-bit integer

integer K[1:64]; // an array of 64 integers
time Start, Stop; // Two 64-bit time variables

From: CSCI 320 Computer Architecture
Handbook on Verilog HDL, by Dr. Daniel C. Hyde :
http://eesun.free.frIDOC/VERILOG/verilog-manual.html

A
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Signal Multiplexers

Two input multiplexer (using if / else)

reg y;
always @* & Mmuxtorh
. @ /muxtb/select
if (select) & madoly |
y = a; 3 1 b
else o
y =b; select

Two input multiplexer (using ternary operator ?:)

R @ /mudb/select (0 I
wire t = (select ? a : b); Clmwdont st

From: http://eesun.free.fr/DOC/VERILOG/synvlg.html| S

P
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Larger Multiplexers

Three input multiplexer

reg s;
always Q@* 3 w0
begin b s
case (select2) c 01
2'b00: s = a; 1x
2'b01: s = b;
default: s = c; select2
endcase
end

& /muxtbia I
@ imuxosh RN ;; U E—
& fmuxthic [ [

— T ha 1 1

10

0 111

From: http://eesun.free.frIDOC/VERILOG/synvig.html

A
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Synchronous Storage Elements

* Values change at
times governed by
clock Clock—

Din— D Q— Dout

— Clock Clock 1h Clock Transition
11
t= t

* Input to circuit - L ey = time

— Clock Event

« Example: Rising edge
Din

t=0 t
- F|Ip/F|Op \ \ Clock Transition
* Transfers value from Dout m
D,, to D, on clock event t=0

~d
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Finite State Machines

Outputs (Z)
—

Inputs (X) =\ (X,S(1))
» [Medy]
— —» -or-
=A (S(t))
[Moore]
— -
——
Next
S(t) State

A
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Synthesizable Verilog: Delay Flip/Flops

D-type flip flop

reg q;
always @ (posedge clk)
q <= d;

D type flip flop with data enable

reg q;
always @ (posedge clk)
if (enable)

q <= d;

P
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clk

i festiclk

d

{0 ftestienah

() ety |

ehable

5t

clk

From: http://eesun.free.fr/DOC/VERILOG/synvlg.html

STANFORD UNIVERSITY
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Exercise 1

Build the Reference Router

A — Seoul Tutorial —

STANFORD UNIVERSITY
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Reference Router Pipeline

- Five stages S[E[E[EEEEE

MAC || CPU || MAC || CPU || MAC || CPU || MAC || CPU

— Input RxQ RxQ RxQ RxQ RxQ RxQ RxQ RxQ
— Input arbitration \\u\a\ ////
— Routing decision and LT
packet modification y
— Output queuing Output Port Lookup
— Output !
* Packet-based Hﬁgggﬁ

module interfface == __—/ | \OXx
- Pluggable design [H|[HIEIEIEIEIEIE

MAC || CPU || MAC || CPU || MAC || CPU || MAC || CPU
TXQ [[ TxQ || TxQ || TxQ || TxQ || TxQ || TxQ || TxQ

/q S
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Make your own router

Objectives:
— Learn how to build hardware
— Run the software
— Explore router architecture

Execution
— Start synthesis
— Rerun the GUI with the new hardware
— Test connectivity and statistics with pings
— Explore pipeline in the details page
— Explore detailed statistics in the details page

A
eNE“:F'EIH NetFPGA — Seoul Tutorial — Feb, 200 STANFORD UNIVERSITY



Step 1 - Build the Hardware

Close all windows

Start terminal, cd to “NF2/projects/
tutorial_router/synth”

Run “make clean”

Bl rootdnfitestd:=/NF2/projects/tutorial router/synth |
File Edit View Terminal Tabs Help

[root@nf-test9 ~]# cd NF2/projects/tutorial_router/synth/ [&]
[roota@nf-test9 synthl# makel]

Start synthesis
with “make”

P
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First Break

(while hardware compiles)

A
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Step 2 - Run Homemade Router

cd to “NF2/projects/tutorial _router/sw”

To use the just-built router hardware, type:
Jtut_router_gui.pl --use_bin ../../../bitfiles/tutorial_router.bit

To stream video, run:
Jmp 192.168.X.Y where X.Y =25.10r19.1 or 7.1
(or other server as listed on Demo 1 handout)

P
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Step 4 - Connectlwty and Statlstlcs

us@jadsdesktop:~/Desktop - Shell - Konsole - =
Session Edit View Bookmarks Settings Help

jadsdesktop:™/Desktop> ping 192.168.17.1
PING 192 168 17, 1 (192 168.17.1) 56(81!) byt of data,
047

Ping any addresses
192.168.x.y where x is
from 1-20 and y is 1 or 2

£ Router Control Panel &)

File Help Window

Open the statistics tab in R

c i | geails |
the Quickstart window to | —ororuefia Port 0 Phs Sent

see some statistics /
Explore more statistics in ] ]

modules under the ﬁ Port 1 Pkts Revd ) Port 1 Pkts Sent

details tab

A
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Step 5 - Explore Router Architecture

Click the Details tab of

the Quickstart window \a‘—>

c ion | Statistics | Details
Reset to Defaults

Output queue size in bytes: value 0

This is the reference
router pipeline —
a canonical,

simple-to-understand, \ J

modular router pipeline

P
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Step 6 - Explore Output Queues

Click on the Output |
Queues module in e

the Details tab

MACTX Q1 CPUTX Q1 ‘ MACT) Outp:
The page gives / :
configuration details

...and statistics e

A
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Understanding Buffer Size
Requirements in a Router

P
SNelFPGA N STANFORD UNIVERSITY

Buffer Requirements in a Router

Buffer size matters:
— Small queues reduce delay
— Large buffers are expensive

Theoretical tools predict requirements
— Queuing theory
— Large deviation theory
— Mean field theory

Yet, there is no direct answer
— Flows have a closed-loop nature

— Question arises on whether focus should be on
equilibrium state or transient state

STANFORD UNIVERSITY [3F
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Rule-of-thumb

2T
» Universally applied rule-of-thumb:
— A router needs a buffer size:[B = 2T xC]
— 2T is the two-way propagation delay (or just 250ms)
— C is capacity of bottleneck link
» Context
— Mandated in backbone and edge routers
— Appears in RFPs and IETF architectural guidelines

— Already known by inventors of TCP
* [Van Jacobson, 1988]

— Has major consequences for router design

/q S
SNelFPGA N STANFORD UNIVERSITY

The Story So Far

#packets | 4 400 000 10,000 20

at 10Gb/s
() 2T X C )

Jn

2T xC O(logh)

(1) Assume: Large number of desynchronized flows; 100% utilization
(2) Assume: Large number of desynchronized flows; <100 % utilization

A
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Using NetFPGA to explore buffer size

* Need to reduce buffer size and measure
occupancy

» Alas, not possible in commercial routers

» So, we will use the NetFPGA instead

Objective:
— Use the NetFPGA to understand how large a
buffer we need for a single TCP flow.

~d
SNelFPGA N s STANFORD UNIVERSITY

Why 2TxC for a single TCP Flow?

Rule for adjusting W

Only W packets . . .
may be outstanding — If an ACK is received: W «— W+1/W

l — If a packet is lost: W — W/2

util = 0%

time

STANFORD UNIVERSITY (It
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Time Evolution of a Single TCP Flow

Time evolution of a single TCP flow through a router. Buffer is 2T*C Time evolution of a single TCP flow through a router. Buffer is < 2T*C
300 T T T T T T T T 300 T T T T T T
zsoﬂ g e 1 250 o ;

W0 H | ? 7 4 200 b ] o

180 j ‘ ‘ i 180 g

100 ‘\ 1 100

50 % | Congis\ ‘W ?:TW Pktf] ] 50 Ccnf fior ‘W‘ETOTW [Mf] ]
0 I I I I I I | ! 1 0 I I I ! ! 1

0 10 2 30 40 50 60 0 80 90 100 40 5 60 0 80 90 100

12F T T T T 5| 12 T T T
i i 1y |

| 08t W 4 WV WV

08 ospl

oafl | 1 04 ‘“f

02 l“ / Bottleneck Link Utization 1 02y | Bottleneck Link Utiization ——
ol Bolieredkiinkiiaatn P L S R S ek Lk izator,

0 10 2 30 40 50 60 70 80 90 100 0 10 2 30 40 5 60 0 80 90 100
200 T T T T T T 200 T T T T

T T T T T T
Buffer Occupancy [Pkls] Buffer Occupancy [Pis]

100 %
5 .‘
0 ‘ 1 L
0 10 20
~d
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NetFPGA Hardware Set for Demo #2

CPU x2
Router Server
Hardware delivers
streaming

HD video
to adjacent
client

Video
Server

CPU x2

A
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Demo 2

Observing and Controlling the
Queue Size

~d
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Setup for the Demo 2

Adjacent
Web & Video
Server

Router

A
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Interfaces and Subnets

eth1 connects your host to your NetFPGA Router
* nf2c2 routes to nf2c1 (your adjacent server)

+ eth2 serves web and video traffic to your neighbor
* nf2c0 & nf2c3 (the network ring) are unused

This configuration allows you to modify and test your router without affecting others S

~d
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Cable Configuration for Demo 2

NetFPGA Gigabit Ethernet Interfaces
— nf2c2 : Local host interface (red)

— nf2c1 : Router for adjacent server (blue)
Host Ethernet Interfaces

— eth1: Local host interface (red)

— eth2 : Server for neighbor (blue)

nf2c nf2c nf2c nf2c nf2c nf2c nf2c nf2c nf2c nf2c

1—2| 1—2| [1—2| (1—2[ [1—2| (1—2| [1—2| [1—2| [1—2| [1—2

th eth eth th eth th eth th eth eth

A
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Demo 2 Configuration

Key:

Eth1: 192.168.X.1

Eth2: 192.168.Y.1
Stream traffic through your
NetFPGA router’s Eth1
interface using your

NetFPGA
Router #
neighbor’s eth2 interface

Eth1 | 1 ] 1
19.1 22.1 25.1 28.1
=02 | 17,1 20.1 23.1 26.1
141 1.1 8.1 5.1
\13;.1 \ 10.1 \ 74

16.1
T
~
SNelFPGA N STANFORD UNIVERSITY

29.1

2.1 |[Eth2
4.1 | et

e
14

Enhanced Router

Objectives
— Observe router with new modules
— New modules: rate limiting, event capture

Execution
— Run event capture router
— Look at routing tables
— Explore details pane
— Start tcp transfer, look at queue occupancy
— Change rate, look at queue occupancy

A
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Step 1 - Run Pre-made Enhanced Router

rojects/tutorial_ro
t9 swl# ./tut_adv_router.pl]

Start terminal and cd to
“‘NF2/projects/
tutorial_router/sw/”

sssss

Type “./
tut_adv_router_gui.pl”

A familiar GUI should start

~d
SNelFPGA N s

File Help Window

fﬁ Router Quickstart o d
“Statistic:

Click on the Details tab—|

A similar pipeline to the
one seen previously
shown with some
additions <

A
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Enhanced Router Pipeline

Two modules added
1. Event Capture
to capture output
queue events
(writes, reads,
drops)

2. Rate Limiter to
create a —_—

=li=

CPU

MAC

RxQ || RxQ || RxQ

=IEINEHENEIE

MAC || CPU || MAC || CPU || MAC || CPU

RxQ || RxQ || RxQ || RxQ || RxQ

———N

Input Arbiter

¥

Output Port Lookup

¥

Event Capture

HEEEEE

Outsut Queues
/ \

bottleneck

MAC
xQ

P
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=IEENENE

Rate
T || Limiter
CPU ¥
™Q E
MAC
™>Q

CPU || MAC || CPU || MAC || CPU
T™xXQ || T™xQ || TxQ || TxQ || TxQ

STANFORD UNIVERSITY S

Step 3 - Decrease the Link Rate

link-rate is decreased.

“Rate Limit” module

A
SNetFPGA T e

To create bottleneck and
show the TCP “sawtooth,”

In the Details tab, click th

Check Enabled \

Set link rate to 1.953Mbps —_| .

e

F Rate Limit {

MAC TX Q1

[ Rate Limi

ter o X

Rate Limiter

B v| Enabled

Current link-rate:  1.953Mbps

8Gbps

\5
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Step 4 — Decrease Queue Size

—— —
] Output Queues o X
Output Queue 4 | Output Queue 5 | Output Queue 6 | Output Queue 7 |
Output Queue 0 Output Queue 1 | Output Queue 2 | Output Queue 3
[v] Enable

Go back to the Details F
panel and click on
“Output Queues”

Select the “Output Queue// -
2” tab

—
Change the output queue /| ., aueomcumane o

size in packets slider to _
16 S e e

Queue Occupancy

P
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module under the Details
tab

This should start the =
configuration page \

A
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Check Send to local
host to receive events
on the local host

Check Monitor Queue 2
to monitor output queue
of MAC port1

Check Enable Capture
to start event capture

P
SNelFPGA N

ure Event Capture

Comfguration

\

[v] Enable Capture Send to local host
Send on port 0 []Send on port 1
[ _|Send on port 2 []Send on port 3

[ ] Monitor Queue 0 [ | Monitor Queue 1
v| Monitor Queue 2 [ | Monitor Queue 3
[]Monitor Queue 4 [ | Monitor Queue 5
[_]Monitor Queue 6 [ | Monitor Queue 7

STANFORD UNIVERSITY

We will use iperfto run a
large TCP transfer and
look at queue evolution

Start a terminal and cd to

Type
“liperf.sh”

A
SNetFPGA T e

Step 7 - Start TCP Transfer

File Edit View Terminal Tabs Help

[root@nf-test9 ~]# cd NF2/projects/tutorial_router/sw/
[root@nf-test9 swl# ./iperf.sh[]

[

“NF2/projects/tutorial_router/sw”

STANFORD UNIVERSITY




Step 8 - Look at Event Capture Results

[ Event Capture Module

Click on the Event Wmﬂz

i Output Queue 0 1 Output Queue 1 I

Output Queue 2 |
Total number of packet

Capture module under |

Total number of packet

. " Queue Occupancy (pkts)
the Details tab.

The sawtooth pattern __| °
should now be visible. -

0.0000000 H
time

Queue Occupancy (bytes)

~d
@ N e tFPEIH NetFPGA — Seoul Tutorial —

Feb, 200

STANFORD UNIVERSITY

Queue Occupancy Charts

Observe the TCP/IP sawtooth

o mmes o oot nd e
Yot mamses of packos dowy evems

s
L
s P acets in Gese]

Queue Occupancy (bytes)

Leave the control windows open
e
eNE':FPEIH NetFPGA — Seoul Tutorial — Feb,

200
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Exercise 2: Enhancing the
Reference Router

P
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Enhance Your Router

Objectives
— Add new modules to datapath
— Synthesize and test router

Execution

— Open user_datapath.v, uncomment delay/
rate/event capture modules

— Synthesize
— After synthesis, test the new system

A
eNE':FF'EIH NetFPGA — Seoul Tutorial — Feb, 200 STANFORD UNIVERSITY



An aside: xemacs Tips

We will modify Verilog source code with xemacs
— To undo a command, type
* ctrl+shift+'-'
— To cancel a multi-keystroke command, type
» ctrl+g
— To select lines,
* hold shift and press the arrow keys
— To comment (remove from compilation) selected lines, type
» ctrl+ct+c
— To uncomment a commented block,
* move the cursor inside the commented block
 type ctrl+c+u
— To save, type
o ctri+x+s
— To search for a term, type

* ctrl+s search_pattern S
eNEI:FF'EFI NetFPGA — Seoul Tutorial — Feb, 200 STANFORD UNIVERSITY

Step 1 - Open the Source

FHle Edit View Cmds Tools Options Buffers Verilog Statements Help

We will modify the Verilog EEEREEEEERE
source code to add event .*W'J

m

cOhpile

$Td: user_data_path.v 1633 2007-04-13 00:50:50Z jnaous
7/ Module: user_data_path.v
u I I u 77 Project: NF2.1
w Description: contains all the user instantiated modules

//////////////////////////////////////////////////////////////////////////-)
“timescale ins/ips

* Even numbered ports are 10 sinks/sources

We will simply comment e s
and uncomment existing code

ALWIDTH+CTRL_WIDTH

O en te rny ||na| [DATA_WIDTH-1:0] in data 0,
[CTRL_WIDTH-1:0] in_ctrl o,
inwr_o,
inCrag o,
[DATA_WIDTH-1:0] in_data_l,
[CTRL_WIDTH-1:0] Jmctrl 1,
infur_t,
incrdgd, ‘
I 1 [
UTF8-----L1 €0 Top user_data_path.v (...data path/src) (Verilog Penlel |

Type
xemacs NF2/projects/tutorial_router/src/user_data_path.v

A
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Step 2 - Add Wires

Hle Edit View Cmds Tools Options Buffers Verilog Statements

Now we need to add wires [crass<er=ereiies

user_data_path.v |
t nn t th new Vi ["Co ek OB AIITE-1501 e acir “
wire [31:0] og_reg wr_data;
u 0] oq_signals;
e [NLSIGNELIDS SIZE-1:0] og_signal_ids;
mo u eS Uire [CPGT_NP2. BATA_HIDTHENLM OUTPUT QUEES-1:0] oq_abs_regs;
wire [ALL_SIG_VALUES_SIZE-1:0] oq_signal_values;
(s s e EXCLUDED -----" \/mmmee
T e ) S e A
oo

wire v capiners
“ . » wire srtocen in o
S vire evt_can_reg ack
earch for “new wires Ha.  BETAL
wire evi_cap_reg_req; ‘
1

[=< )
UTFg--——| L237 C14 37%  user_data path.v (...izing/src/udp) (Verilog PenDel |

+S new wires ) , then o e

press Enter e ——
BIEHEIEESEIEEE SRR A

user_cata patn.v |
wire [* ﬂQ,WEELﬁDDD{HIITTH 1:0] er‘ELadfr =
vire for o reg e Bt

H vire [2:0] eosignals;
ncomment the wires (ctrl | Eemamniis
wire [BPC NF2_DATA_KWI DTH*NUM_OUTPUT_§ HlJEUES 1 0] og_abs_regs;

wire [ALL_SIG VALUES SIZE-1:0] oo _signal_values;

i
‘// new wiresll- uncomment these
+ + Dpomee event capture uires/regs
wire [E’TRLHIWH 1:0] evt_cap_in_ctr
wire [DATAMIDTH-1:0] evt_cap_in_ da
wire [31:0] EVt,DEE,F%PldaIa?
-0 i)
( UTFB8--*x-1236 C15 37% _ user_data path.v (...izing/src/udp) (Verilog PenDel |
SNelFPGA N s STANFORD UNIVERSITY

Step 3a - Connect Event Capture

File Edit View Cmds Tools Options Buffers Verilog Statements  Help

Search for opl_output (ctrl+s
opl_output), then press Enter|= = 2 2= RI<RE 211

user_data_path.v |

// comment the next 4 lines A
73— N/ EXCLUDED ----- Y e
(.out_data I (og_in_data) ,

Comment the four lines above 7 a0

(.out_data (evt_cap_in data) ,

(up’ Shlft + up + up + up + . Gt Eixti:ﬁjﬁﬁ;f)’ K
UTFg-—++-L338 C18 668 user_cata path.v (...izing/src/udp) (ve|
up, ctrl+c+c)
0 5 er_data_pa 5

File Edit View Cmds Tools Options Buffers Verilog Statements  Help

NECIEEREECFEERE
Uncomment the block below to userﬁa;;.:;:.:htm“m )
connect the outputs (ctri+s b

(Gq,lru‘du)

iy
0 p I_O ut, Ctrl +C+ u ) z Usilu;z;ﬂut " un:nmmfgs these {)nes

_cap_in_data) ,

.out_ctrl (evt_cap_in ctrl) |
.out_ur (evt_cap_inwr),
.out_rdy (evt_cap_in rdy) , ]

BT 1
UTFB--#+-1403 C15 668 _user_data path.v (...izing/src/udp) (ve|

-
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Step 3b - Connect the Output Queue Registers

og Statements H

Search for opl_output O @

5 < B @& i
NEEIEGELEE i)
t I+ I t t E t user_data_path. v
ctrl+s opl_output, Enter i -
—_— in_data (op_lut_in_data),
inotrl {op_lut_in_ctrl),
in_wr (np _lut_in_wr),
in_rdy {op_lut_in_rdy),
. // --- Register 1nterfa(sce e )
Comment the 6 lines M G
. . req gddr in (op™ 1t m’:eg der) !
(select the six lines by RERE (MRERES
. . \ // comment the next 6 lines
using shift+arrow keys, N fonm
reg_r;awr_L_ouc Enq_ln teg_r;ldw‘f L),
reg_addr_out og_in_req_addr
then type ctrl+c+c) e Ghie |

/7 opl_ Dutput - uncomment these lines
A/ XCLUDED

reg_rsq_uut (evt_cap_in_reg_req),
— . &G_aCK_oUL (evt_cap_in_req_ack),
req_rd_wr_L_out (evt_cap_in_reg_rd_wr_L),
Uncomment the commented ( cegscl
req_data_out _req_data),
reg_src_out (evt. “cap_in_reg_src),
*/

block by scrolling down into| ™, ~.."
the block and typing ctrl+c |, =, =

" HEmacs . user data path.v (verilog Font)----50%--
=+ u Not over a windov.

P
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Step 4 - Add the Event Capture Module

File Edit View Cmds Tools Jﬁuns Buffers Verilog Statements  Help

EEAEIE 2= HEILE JJJJJJﬁ
Search for evt_capture top | == 20

/¢ --- Misc
// uncomment the module here
evt_capture_topl
ctri+s evt_capture_to e
] IZTRL_HIUTH(IZTRL_
— — REG_F F’ﬁIRS(NLIVLDLWF'UT QUEUES/2) ,
NUM_MONITDRED SIGS(3) ,
SIG_VRLIJE_SIZE(SICLVSLLILSIZE)
e n ress n e r -SIGNAL_ID_SIZE (SIGNAL_ID_SIZE) ,
+OP_LUT_STAGE_NUM(DP_LUT_STA
.CF

GE_NUM)
PCI_NF2_DATA_WLDTH(CPCI_NF2_DATA_UIDTH))
evt_capture_toy
[¢

/ --- Interface to next module
.out_data (oo_in data) ,
out_ctrl (oo_inctrl),
out_ur (og_in_wr),
~out_rdy (oo_in_ray) ,
/¢ — Tnterface to previous module
.in_dat: (evt_cap_in data) ,
Jmctrl (evt_cap_in_ctrl)
win_wr (evt_cap_in_wr),
Uncomment the block (ctrl P e
a9 == Reaxster interface
-evt_cap_reg rec (evt cap_reg req) ,
Levt. o I
+Cc+u o :
.evt_cap_ r‘ng‘nLdata (evt_cap_s r‘EgJ‘nLdata):
-evt_cap_reg ack (evt_cap_reg ack) ,
7 — Interface to signals
.signal (og_signa;
Elgnal s (Eq,slgnal =,
.signal_ids (og_signal_ids),
-reg_values (oo abs_regs) ,
74 == Misc
.clk (€1k),
.reset (reset)) ;
output_gueves
#(_DATA_WIDTH(DATA_WIDTH) , ]
=0 1
UTFB--%%-L428 C18 71% user_data path.v (...izing/src/udp) (ve|

C-c C-u

A
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Step 5 - Add the Drop Nth Module

2 > £
File Edit View Cmds Tools Options Buffers Verilog Statements

D E S BEZ8RE ] =)

Open | Dired | save | print | cut | copy | paste | undo | Spell | peplace info | compile| ebiua | Mews

Search for drop_nth_packet | s 8

reg_req out (drop_nth_pkt_in_reg_req),
t |+ S d ro nth acket req_ack_out (drop_nth pkt_in_req ack),
Clr p p y reg_rd_wr_L_out (drop_nth pkt_in_req_rd wr_L),
—_ — req_addr_put (drop_nth_pkt_in_reg_addr);
reg_data_out (drop_nth_pkt_in_reg_data),
then press Enter reysto sut {Aropnth Pkt in_req ere),
// --- Interface to signals
signals (0q_signals),
signal_values (oq_signal_values),
signal_ids (oq_signal_ids),
req_values {oq_abs_regs),
/f --- Misc
clk (clk),
reset (reset));

//uncomment drop_nth_palket for exercise 3
P AV EXGLUDED ----- Ay A—

Uncomment the block (ctrl
+C+u) R p—

CTRL_WIDTH (CTRL_WIDTH), J
L UDP_REG_SRC_WIDTH(UDP_REG_SRC_WIDTH),
SW_REGS_TAG(7),
CNTR_REGS_TAG (8))
drop_nth_packet
(
in_data (drop_nth_pkt_in_data),
inctrl (drop_nth pkt_in ctrl),
inTwr (drop_nth_pkt_in_wr),
in“rdy (drop_nth_pkt_in_rdy),
L out_data (oq_in_data),
out_ctrl (oq in_ctrl),
out_wr (oq_in_wr),
out_rdy (oq_in_rdy), .
BT RERACs | User dats path.v N L e e —— |

P
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Step 6 - Connect the Output Queue to the Rate Limiter

Search for port_outputs (ctrl
+s port_outputs), then Py ey pe—

B T T
IEINEIEIEE AR
Y=

press (Enter) ¥

.c
“reset (resst))

output_quetes
#(.DATA_KIDTH(DATA_WIDTH) ,
~CTRL_WIDTH(CTRL_WIDTH) ,

~CPCI_NF2_DATA_WIDTH (CPCT_NF2_DATA_WIDTH) ,

-DP_LUT_STAGE_NUM(DP_LUT_STAGE_NUM) ,
. -NUM_DUTPUT_GQUELES (NUM_OUTPUT_QUELES) ,
-STAGE_NUM (D_STAGE_NUM) ,
-SRAM_ADIDR_WIDTH(SRAM_ADDR_WIDTH) )

output_queues

(¢/ --- data path interface
. .out_data 0 (out_data 0) ,
.out_ctrl 0 (out_ctrl_0) ,
~out_wr_0 (out_wr_0) ,
~out_rdy 0 (out_rdy 0) ,
- . .out_data 1 (out_data 1) ,
+ “out_ctrl 1 (out_ctr1 1),
Lout_wr_1 (out_wr_1) ,
) -out_rdy 1 out

then type (cri+c+c) i N

“out_rdi 2 (out_roiy 2},
————— /\===== EXOLUDED -----/\=-=-= %/

B // port_outputs - uncomnent these lines
-out_cata 2 (rate_Liniter_in data) ,
“out_ctrl_2 (rate_limiter_inctrl) ,

LW out_ur_2 (rate_Limiter_irur),
“out_roiy 2 (rate_limiter_in_rog) ,

Uncomment the commented~"| aze o I

“out_ur_3 (out_ur_3),
“out_rdy 3 (out_rdy 3,
.out_data_4 (out_data_4) ,
“out_ctrl 4 (out_ctrl_4)
“out_ur_4 (out_ur_4)

“out_rdy 4 (out_rdy 43,

the block and typing ctrl+c & o
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Step 7 - Connect the Registers

Search for port_outputs (ctrl
+s port_outputs), then
press (Enter)

(out_ctrl_T), A1
outwr_1],
(out xdy_7).

Comment the 6 lines
(select the six lines by—
using shift+arrow keys),

.
then type (ctrl+c+c) / : = o
reg_data_out (rate_Limiter_in_req_data),
reg_src_out (rate_Limiter in_req_scc),
- LT */

reg_src_in

(SeErea-aeasiny
ey datarin.
Gdporeg oro ),

N

Uncomment the commented
block by scrolling down into e, -
the block and typing (ctrl+c .

// uncomment the modules here ol
+ u ) [ es e gt path v (VT PR ] S
= SEERES
SNetFPGA R ) STANFORD UNIVERSITY

Step 8 - Add Rate Limiter

B3 XEmacs: user_data_pathy <

File Edit View Cmds Tools Options Buffers Verilog Statements  Help

Scroll down until you reach [2/Z B[2/% 2 B< 8% 218
the next “excluded” block | 7" .

.clk (clk),
.reset (reset)) ;

/¢ uncomment the modules here
0 rate_limiter #(.DATA_WIDTH(DATA_HIDTH),
.CPCI_NF2_DATA_WIDTH(CPCI_NF2_DATA_WIDTH) )

Uncomment the block / s ot i st

-out_ctrl (delay_in_ctrl) ,
H H H H .out_ur (delay in wr),
containing the rate limiter =
. . . .in_data (rate_liniter_in_data)-
in Sta ntlatlo ns linCctrl (rate_Liniter_in_ctrl)3)
. Lin_wr (rate_limiter_in_wr),
in_rdy (rate_Liniter_in_rdy) ,
Scroll into the block /o et mertace
] .rate_liniter_reg req (rate_liniter_reg_req)
.rate_liniter_reg rd_wr_L (rate_liniter_reg rd_u>|
t t |+ + _rate_liniter_reg addr (rate_liniter_reg addr|
ype ctri+c+u ‘rate_liniter_reg ur_data (rate_Liniter_reg ur_cd
.rate_limiter_reg rd data (rate_limiter_reg rd_c
_rate_limiter_reg ack (rate_liniter_reg ack)
/¢ --- Misc
.clk (c1k),

-reset (reset)) ;

Save (ctrl+x+s)

/q S
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Step 9 - Build the Hardware

Start terminal, cd to “NF2/projects/tutorial_router/
synth”

Run “make Clean” Ele Edit View Terminal Tabs Help

[root@nf-test9 ~]# cd NF2/projects/tutorial_router/synth/ E]
[root@nf-test9 synth]# makel

Start synthesis
with “make”

~d
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Second Break

(while hardware compiles)

A
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Hardware Datapath

SNetFPGA RS e STANFORD UNIVERSITY [JF

Full System Components

SCONE RPWEOSRIE avalGUl
Software Drver

nf2c0 || nf2c1 | nf2c2 | Inf2c3| | ioctl |
N

PCI Bus "Registers

B4 N —

nf2_reg_grp

NetFPGA

|

A
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Life of a Packet through the Hardware

192.168.1.x 192.168.2.y

~d
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Router Stages Again
=[EHEIEHEHEEE

MAC || CPU || MAC || CPU || MAC || CPU || MAC || CPU
RxQ || RxQ || RxQ || RxQ || RxQ || RxQ || RxQ || RxQ

EA\N\Yy—

Input Arbiter

J

Output Port Lookup

HEEHEE

SEEEREERE

MAC || CPU || MAC || CPU || MAC || CPU || MAC || CPU
TxXQ [[ TxQ || TxQ || TxQ || TxQ || TxQ || TxQ || TxQ

A 2 §
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Inter-Module Communication

Using “Module Headers”:

Ctrl Word Data Word
(8 bits) (64 bits)
—M N
X Module Hdr
y Last Module Hdr
0 Eth Hdr
0 IP Hdr

~d
SNelFPGA N s

Contain information
such as packet
length, input port,
output port, ...

STANFORD UNIVERSITY

Inter-Module Communication

P
eNetFPGA NEERE

data
ctrl MOdUIG
wr | i
I rdy |

A — Seoul Tutorial — Feb, 200
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MAC Rx Queue

MAC Rx
Queue

\

~d
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Rx Queue

Pkt length,

input port =0

Eth Hdr:
0 Dst MAC = port 0,
Ethertype = IP

IP Hdr:

0 IP Dst: 192.168.2.3,
TTL: 64, Csum:0x3ab4

[o]  om |
\

Oxff

A
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Input Arbiter

B

Input
Arbiter

\

Fl= ?3\.2 az\

~d
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Output Port Lookup

Output
Port
Lookup

\

STANFORD UNIVERSITY (It
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Output Port Lookup

1- Check input 5- Agtdhou:jput
port matches / port header
DStMAC S
Pkt length, .
2- Check TTL, 0xff input port =0 6- Modify MAC
checksum Y output port = 4 Dst and Src
EthHdr: Dst MAC =?lextLH)oa/7 addresses
3- Lookup 0 Src MAC = port 4,
next hop IP & hertype = IP
output port dr: .~ 7-Decrement
(LPM) s IP Dst; 1 3, TTL and
TTL: 63, Csum:0x3ac2 update
dlookup Do Bata | checksum

next hop MAC
address (ARP)

\

P
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Output Queues

> 0Qo >/
i ) )

\> oQ7 >\

A
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MAC Tx Queue

MAC Tx
Queue

\

~d
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MAC Tx Queue

Pkt length,

Oxff input port =0
output port = 4

EthHdr: Dst MAC = nextHop

0 Src MAC = port 4,
Ethertype = IP
IP Hdr:
0 IP Dst: 192.168.2.3,

TTL: 63, Csum:0x3ac2

A
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Exception Packet

« Example: TTL=0or TTL =1

» Packet has to be sent to the CPU which will
generate an ICMP packet as a response

» Difference starts at the Output Port lookup
stage

~d
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Exception Packet Path

SCONIE RW-OSRIE Java ©UI

Software 1 L] Drver
r-m nf2c1 || nf2c2 | | nf2c3 m

cpu cpu cpu nf2_reg_grp
T*xQ T*xQ T*xQ

NetfPOA K\

FEH EE|ER

A
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PCI Bus




Output Port Lookup

1- Check input

port matches \ /

Dst MAC
Pkt length,
2- Check TTL, Oxff input port =0
checksum - \ output port =1

EXCEPTION! EthHdr: Dst MAC = 0,
\\\grc MAC = x,
thertype = IP
3- Add output dr:

0 IPDst: 192168,2.3,
port module TTL:1, Csum:0x3ab4

\

P
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Output Queues

> 0oQo

> oQ1

Output 0Q2
Queues >

[t

. e

A
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CPU Tx Queue

CPU Tx
Queue

\

~d
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CPU Tx Queue

Pkt length,

Oxff input port =0
output port =1

EthHdr: Dst MAC = 0,

0 Src MAC =x,
Ethertype = IP
IP Hdr:
0 IP Dst: 192.168.2.3,

TTL: 1, Csum:0x3ab4

A
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ICMP Packet

* For the ICMP packet, the packet arrives at
the CPU Rx Queue from the PCI Bus

* It follows the same path as a packet from
the MAC until it reaches the Output Port
Lookup

 The OPL module sees the packet is from
the CPU Rx Queue 1 and sets the output
port directly to 0

* The packet then continues on the same
path as the non-exception packet to the
Output Queues and then MAC Tx queue 0

~d
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ICMP Packet Path

SCQNET T PW=0SPF Java €U

Software 1] Brver
r-m nf2ct | nf2c2 || nf2c3 -ﬂ!!-

cpu cpu cpu nf2_reg_grp
T*xQ T*xQ T*xQ

NetfPOA K\

FEH EE|ER

A 2 &
CIN[=]d 3 d BT W NetFPGA — Seoul Tutorial — Feb, 200 124 STANFORD UNIVERSITY L3/
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NetFPGA-Host Interaction

* Linux driver interfaces with hardware

— Packet interface via standard Linux network
stack

— Register reads/writes via ioctl system call

with wrapper functions:
» readReg(nf2device *dev, int address, unsigned *rd_data);
» writeReg(nf2device *dev, int address, unsigned *wr_data);

eg:
readReg(&nf2, 0Q_NUM_PKTS_STORED 0, &val);

P
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NetFPGA-Host Interaction
NetFPGA to host packet transfer

1. Packet arrives -
forwarding table
sends to CPU queue

2. Interrupt

notifies 3. Driver sets up
driver of and initiates
packet DMA transfer
arrival

A
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NetFPGA-Host Interaction

NetFPGA to host packet transfer (cont.)

5. Interrupt
4. NetFPGA signals
transfers completion
packet via of DMA
DMA

6. Driver passes packet to
network stack

~d
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NetFPGA-Host Interaction

Host to NetFPGA packet transfers

2. Driver sets up 3. Interrupt

and initiates signals _

DMA transfer completion
of DMA

1. Software sends packet
via network sockets

Packet delivered to driver |bw AthlonX2

A
eNE':FPEH NetFPGA — Seoul Tutorial — Feb, 200 STANFORD UNIVERSITY




NetFPGA-Host Interaction

Register access

2. Driver
performs
PCI memory
read/write

1. Software makes ioctl
call on network socket

ioctl passed to driver

~d
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NetFPGA-Host Interaction

» Packet transfers shown using DMA
interface

« Alternative: use programmed IO to transfer
packets via register reads/writes

— slower but eliminates the need to deal with
network sockets

A
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Step 10 — Perfect the Router

Go back to “Demo 2: Step 1” after synthesis completes
and redo the steps with your own router

To run your router:
1- cd NF2/projects/tutorial_router/sw

2- type “./tut_adv_router_gui.pl --use_bin ../../../bitfiles/
tutorial_router.bit”

You can change the bandwidth and queue size settings
to see how that affects the evolution of queue

occupancy
P
SNelFPGA N s STANFORD UNIVERSITY
Drop 1 in N Packets
Objectives

— Add counter and FSM to the code
— Synthesize and test router

Execution
— Open drop_nth_packet.v
— Insert counter code
— Synthesize
— After synthesis, test the new system.

STANFORD UNIVERSITY (It
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New Reference Router Pipeline
o SEREHETEIRETIETS
ne module added

MAC || CPU || MAC || CPU || MAC || CPU || MAC || CPU

1. Drop Nth Packet === A2 2 L2
to drop every Nth
packet from the

reference router

pipeline
Output Queues

SIEAIEIEIRENEIE

Limiter
MAC || CPU ¥ CPU || MAC || CPU || MAC || CPU
™Q || T™xQ E T™Q || ™xQ || TxXQ || T™xQ || TxQ

MAC
a ™>Q S

SNelFPGA N STANFORD UNIVERSITY

Step 1 - Open the Source

We will modify the Verllog
source code to add a
counter to the
drop_nth_packet
module

o|z]
T Eg|E
".Ea‘
4T
%

cket' 2008-03-13"gacl'§ ml
_packet.v
"defines a module that drops the nth packet

EIIEFIEEIIILEIIELIEITEI 1000000000 0000II1IE11171010000040

A TIRNTINNe |
gE

s :0]
[CTRLZWIDTH-1:0]

[DATA_WIDTH-1:0]
[CTRLZWIDTH-1:0]

// --- Register interface

[L0Pe _BRC ADDE WoTh
2_DRTE wm-rn 1 0

Open terminal L e
Type “xemacs NF2/ p roj e
drop_nth_packet.v
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Step 2 - Add Counter to Module

¢ counter
—16 bit output signal that
you should increment
on each packet pulse
* rst_counter
— reset signal (a pulse input)
* inc_counter
— increment (a pulse input)

Search for insert counter
(ctrl+s insert counter, Enter)

Insert counter and save
(ctrl+x+s)

A
SNetFPGA T e

Feb, 200

Add counter using the foIIowmg S|gnals

| =
File Edit View Cmds Tools Options Buffers Verilog Statements  Hel

JJJJJJJJJJJJJJJJJLUJ

STANFORD UNIVERSITY

Step 3 - Build the Hardware

Start terminal, cd to “NF2/
projects/
tutorial_router/synth”

Run “make clean”

Start synthesis with “make”

A
SNetFPGA T e

Flle Edlt View Termmal Tabs Help

[root@nf-test9 ~]# cd NF2/projects/tutorial_router/synth/ [&]
[root@nf-test9 synth]# make)

STANFORD UNIVERSITY



Using the NetFPGA
in the Classroom

~d
SNelFPGA N s STANFORD UNIVERSITY

NetFPGA in the Classroom

» Stanford University
— EE109 “Build an Ethernet Switch”
» Undergraduate course for all EE students
* http://www.stanford.edu/class/ee109/
— CS344 “Building an Internet Router”
» Quarter-long course
* Taught Spr'05, Spr'07, Spr'08
* http://cs344.stanford.edu
* Rice University
— Network Systems Architecture
* Spro8
* http://comp519.cs.rice.edu/
» Cambridge University
— “Build an Internet Router”
* Michaelmas’09
 http://www.cl.cam.ac.uk/admissions/acs/modules/#bir

See: http://netfpga.org/netfpgawiki/index.php/Teachers

A
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Components of NetFPGA Course

Documentation

— System Design

— Implementation Plan
Deliverables

— Hardware Circuits

— System Software

— Milestones
Testing

— Proof of Correctness
— Integrated Testing

— Interoperabilty
Post Mortem

— Lessons Learned S

SNelFPGA N STANFORD UNIVERSITY

NetFPGA in the Classroom

« Stanford CS344: “Build an Internet Router”
— Courseware available on-line

— Students work in teams of three
» 1-2 software
* 1-2 hardware
— Design and implement router in 8 weeks
— Write software for CLI and PW-OSPF
— Show interoperability with other groups

— Add new features in remaining two weeks

» Firewall, NAT, DRR, Packet capture, Data
generator, ...

A
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51
Build basic router :Command LineRouting Protocol: Integrate with H/'W Interoperability Final Project
Interface (PWOSPF)

Management
& oL

Routing

Exception ||_Protocols Ranagement Ranagement
Processing|[  Routing [ aa Lo
Table Routing

* Innovate and add!
* Presentations

Emulated Emulated Emulated Management * Judges
h/w in VNS Ih/w in VNS Ih/w in VNS ug“T]g
Exception |_Protocols
CSOFIWATE coeeeesheeeeeeeeereedeareeesnesennnie. Ee eeererea—eed
hardware
F"'T“:L"l:i"-‘? Switching

Learning Environment
Modular design
Testing

Forwarding
able

|Switching

4-port non-learning 4-port learning IPv4 router : Integrate with S/'W Interoperability
switch switch forwarding path

|15l NetFPGA — Seoul Tutorial — Feb, 200 STANFORD UNIVERSITY

Typical NetFPGA Course Plan
I I I N

Verify Software Tools  Verify CAD Tools Write Design

Document
Build Software Router Build Non-Learning Run Software Router
Switch

Cmd. Line Interface Build Learning Switch Run Basic Switch
- Router Protocols Output Queues Run Learning Switch
- Implement Protocol  Forwarding Path Interface SW & HW
- Control Hardware Hardware Registers HW/SW Test
Interoperate Software & Hardware Router Submission
“ Plan New Advanced Feature Project Design Plan
- Show new Advanced Feature Demonstration

N B
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CS344 Project Presentations

http://cs344.stanford.edu

e N e tFPEIH NetFPGA — Seoul Tutorial — Feb, 200

STANFORD UNIVERSITY

NetFPGA Worldwide Tutorial Series

SIGCOMM: |.
Seattle,

Eurosys:
Glasgow, [

Hot Interconnect
& Summer Camp
Stanford, P\ ’
California ~ (sIGMETRICS |
I / San Diego,
Californi

Seoul,
Republic of
L K

[ nicTA/UNSW: |
Sydney,
Australia

..........

A
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Photos from NetFPGA Tutorials

4 4 ‘ =" '?; -
SIGCOMM - Seattle, Washington, USA

= = ) |
EuroSys - Glasgow, Scotland, U.K. Bangalore, India
http://netfpga.org/php/events.php

STANFORD UN

Deployed NetFPGA hardware
(July 2008)

= Princeton University = Cambridge University

= Rice U_niVETSitY = India Institute of Science (lISc), Bangalore
" GeorQ!la Tech . . = Ecole Polytechnique de Montreal
= Wa_shmgton University = Beijing Jaiotong University

. Un!versgty of Utah = China Zhejiang University

*  University of Toronto = National Taiwan University

* University of Wisconsin = University of New South Wales

= University of Connecticut = University of Hong Kong

= University of California, San Diego (UCSD) = University of Sydney

= University of California, Los Angeles (UCLA) = University of Bologna

= University of Idaho = University of Naples

= University of Massachusetts (UMass) = University of Pisa, ltaly

= University of Pennsylvania (UPenn) = University of Quebec

= North Carolina State University = University of Jinan

* Lehigh University = University of Amsterdam

= State University of New York (SUNY), Buffalo University of Waterloo

= State University of New York (SUNY), Binghamton, University of Victoria

*  University of Florida = Chung Yuan Christan University, Taiwan (CYCU)

" Rutgers = Universite de Technologie de Compiegne (UTC)
* Western New England College = Catholic University of Rio De Janeiro

*  Emerson Network Power = University Leiden (The Netherlands)

. ICS_I = National United University

*  Agilent = Kookman University (South Korea)

= Cisco

= Kasetsart University (Thailand)
= Helsinki Institute for Information Technology (HIIT)
= CESNET

= Quanta Computer, Inc.
= _ Zones Inc.
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Map of Deployed Hardware

(July 2008)

(€ NetFPGA - Beta Testers - Windows Interet Explorer |[F=3[ECH "<
@Q ~ [& nttpy/metfpga.org/betatestersmap.php ~[42] x| [ Googie 2 |

File Edit View Favorites Tools Help

Google (Gl NetFpGa ~| 6o $@ M B~ | €% Bookmarksy 808 blocked > (@ Settingsv | Links 7 & v

¢ & fHome v [ Fecds() v d@hPrnt v b Page v {} Tools v @ Help v

Upcoming Event

Poccus F
Russia
e Kazakhstan o
ited 2
Torkn S
t o ey 3 HE P s
antic ntan] = apan
Ocean ¥ iiraq., iran Afohanista China &
Haera | Ubya Egypt)  sauar oy
NAnna \ﬁ
wavrania |,
el Mv"scmd ‘Sudan Thal
Venezuelal ! Nigeria Ethiopla. <
Colombia
Congo | ';mm indonesia’ rodl
Brasil G
o Brazil Angola 48
Boivia iy
™ wana | Medagascar Indian
s Ly o= Australia
Atlantic
Ocean Boun -
« i ] v
Done & @ Internet | Protected Mode: On #100%
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Network Systems Architecture at Rice

ok
6 Neworesystems Architecture - CompSi - Windows et il SlelEs ety s ~Jer x| [oene 2l
OO - [ ot comst scnetuintooraenmo sy puchscuee [ 4] | i ||
oG F1orh @ e Be| 8 e B tkeed i Attt « £t ® @ 8 =
e o fnorksolosont . o BB e e @
Google (G suter b (1w B+ | i Sookmats [ 193blockes | F Creck + > D seingse &~

G @ BB - 8 e~ e~ @

Verilog Hierarchy

NetFPGA Hierarchy (S
e i lix e ol
s st o o)
— Nomie - o> Qe [ &
(] (] Virtex-lf Pro 50 FPGA.
= T
55 s

input bt

Network Systems Architecture - COMP 519 / ELEC 519
(oo (seath] || qping 2008w, 2002509, 0 085
+ Instictor Scott Rioer. ner@ico.ods
+ hup lcomps19.cs.co o6l @ E

oo e e e oy | o ] d

Inthis clss, e

nescadto

applcatons, o P
communicaion process. The course il consst o ectures, s, and projects s 9w s Contiurston Looppack o lcalmechie
i

Announcements wo_om
. = w2 dma oot bus

Projects
NetFPGA System

et s 41

A theclase g onthe
KElFFGA  platfrm, NetFP

including 4 Ethemet ports, memory. and processing capaniies. Bt it leaes th detas ofthe
implemertation up 1 youl Vi

outsfs desin,

fouter o the rojcts. Groups wilbs assamblad based on studr profrences.

Ty

15216802 E
- 101432011 014320119

so16320110]

ez

Publc Networks (Accessil from Ric
Purpose: Dot Srs

@ itemes Proected Moce:On oo - 3@ vicret et od= O Wi -

http://lcomp519.cs.rice.edu/
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Networked FPGASs in Research

1. Managed flow-table switch
*  http://OpenFlowSwitch.org/
2. Buffer Sizing
» Reduce buffer size & measure buffer occupancy
3. RCP: Congestion Control
* New module for parsing and overwriting new packet
* New software to calculate explicit rates
4. Deep Packet Inspection (FPX)
« TCP/IP Flow Reconstruction
* Regular Expression Matching
* Bloom Filters
5. Packet Monitoring (ICSl)
*  Network Shunt
11.Precise Time Protocol (PTP)
* Synchronization among Routers

P
SNelFPGA N STANFORD UNIVERSITY

CESNET / Liberouter

* FPGA cards and accelerated network solutions :
— CESNET
— Masaryk University
— Brno University of Technology

* Hardware cards
— Existing 1/10 Gbps family of COMBO cards
— Upcoming 10/100 Gbps family of COMBOV2 cards

*  NetCOPE platform for rapid development of network applications
— PCI Express support, fast DMA transfers, pre-processed input packets
— Extensive tool set for data streams manipulation
— Cooperation with NetFPGA to create compatible application interface

* Network applications
— NetFlow monitoring — collecting network statistics about flows
— Payload checking — scanning content of packet payload
— Hardware filtration and forwarding

+ Commercial spin-off company INVEA-TECH :

®CESNET (I ~invea
D M i "grech

/q S
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CESNET - COMBO-LXT

Virtex 5 LXT-
110 FPGA

PCle x 8
Host
Interface

Supports
multiple

10 Gbps
(and faster)
interfaces

QDR-lI
Memory

SO-DIMM for DDR2 DRAM

~d
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Third Break

(while hardware compiles)

A
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Step 5 — Test your Router

You can watch the number of received and sent packets to watch the
module drop every Nth packet. Ping a local machine (i.e.
192.168.7.1) and watch for missing pings

To run your router:
1- Enter the directory by typing:
cd NF2/projects/tutorial_router/sw
2- Run the router by typing:
Jtut_adv_router_gui.pl --use_bin ../../../bitfiles/tutorial_router.bit

To set the value of N (which packet to drop)
type regwrite 0x2000704 N
—replace N with a number (such as 100)

To enable packet dropping, type: To disable packet dropping, type:

regwrite 0x2000700 0x1 regwrite 0x2000700 0x0

~d
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Step 5 — Measurements

* Determine iperf TCP throughput to neighbor’s server
for each of several values of N
— Similar to Demo 2, Step 8
— Ping 192.168.x.2 (where x is your neighbor’s server)
— TCP throughput with:
 Drop circuit disabled
— TCP Throughput = Mbps
* Drop one in N = 1,000 packets
— TCP Throughput = Mbps
* Drop one in N = 100 packets
— TCP Throughput = Mbps
* Drop one in N = 10 packets
— TCP Throughput = Mbps

* Explain why TCPs throughput is so low given that
only a tiny fraction of packets are lost

A
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Visit http://NetFPGA.orq

NetFPGA
[ <[> J[e ][ ][] @ nup://metfoga.oras ‘q- Google

'e/ﬁetFPGH Home Projects Events News Wiki Forums About

Network Interface Card
Hardware Accelerated
Linux Router

1Pv4 Reference Router
Traffic Generator

Openflow Switch

List of All Projects

*21e0d

Add Your Project

The NetFPGA is:

a line-rate, flexible, and open platform for research, and classroom
experimentation. About 1,000 NetFPGA systems have been deployed at over 120
institutions in over 15 countries around the world.

O O A4

Learn More Get Started Develop

P -
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Join the NetFPGA.org Community

° Log i n to th e Wi ki 8“8’- (&) Pmp://net'pgi‘olg/ne;'pgiwlk\ﬁnda,phv?(me: <[4 x ][ Googie

File Edit View Favorites Tools Help

Google [Gl+ : 5»{.@ M~ Bv‘ el (@ settingsw  Links 7 & v
"3 Home v [Jfecis() v amhPrnt v |:>Page v (} Tools v @ Help v
2
Lockwood mytalk my preferences my watchlist my contributions  log out -

* Access the I
Beta code ' @NetFP

Log in / create account

leam
= NetFPGAOrg

= Wiki Homepage
= Guide Document Create account

-
° J o I n th e |develop Already have an account? Log in.

= Download Beta
= Reportbugs Usemame: Lockwood

netfpga-beta e s

Retype password

I

i . = Teachers
mailing list - S -
= Students
g = Real Name
news B
= Upcoming Events 0me >,a00
= Discussion Forum Your Title:
= Recent changes
search Institution:
. —
- Join the
(6] 7] Remember my login on this computer Il

discussion forum |-

= Special pages

< il

]
Done [ @ Intemet | Protected Mode: On #100% v

A
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Learn from the On-line Guide

/€ Guide - NetFPGAWiki - Windows Internet Explorer

° O bta i n h a rd Wa re, &) - [&] htoi/metipga.org/netfpgawikifindexphp/Ge +| 43 | x | [ Geogie » EI

File Edit View Favorites Tools Help

software, & gateware |@=c _ H«ien-o-ar - G wtias

% < fRHome v [)Fecds() v d@hPrint v [ Page v {J Tooks v @ Help v

2 Lockwood mytalk _my preferences _mywalchiist _my contributions _1og out

- Install software, CAD

tools, & simulation ' @ﬁetFF’M

models Guide

= NetFPGAOrg
= Wiki Homepage

 Verify installation ~d
using regression self- ||: =" eNetFPGA

= Contribute

s cover 1 Introduction
tests = Teachers 1.1Usage Models
* Researchers 1.2 Major Components
= Students 1.3 How to read this Guide
] Walk th rou h the news 1.3.1t0 setup a laboratory
g = Upcoming Events 13210 use the NetFPGA packages
= Discussion Forum 1.4Report bugs and discuss progress

H = Recent changes 1.4.1 Track Bugs with Bugzilla

reference designs
1.5 NO GUARANTEES

2 Obtain Hardware and Software

[ ) Lea rn a bo ut . “E | 2.1 0btaining NelFPGA Hardware il

i >

Contents [nide]

- (@ @ Intemet | Protected Mode: On #100%
contributed packages
Pt
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Contribute to the Project

/€ Contributed - NetFPGAWiki - Windows Interet Explorer [ E=s

[ ] S ea rc h fo r @O < \g http://netfpga.org/netfpgawiki/index.php/Contrib. v \ ‘,\ X \ [ Google b H

File Edit View Favorites Tools Help

(;ooglgco{r@ M-8 v‘ % Bookmarksw  (Q) Settingsv | Links & v
related Work ¢ e {3 Home - ) v dehPrnt v [:»Page v () Tools v @ Help v

Z Lockwood mytalk my preferences my walchlist _my contributions logout  »

article | | discussion edit | [ history || protect || delete || move wal

* List your ' ®ﬁetFF’§‘;

project on e Contributed

" NetFPGAorg Contributions from Alpha and Beta Users

I = Wik Homepage
th e WI k I = Guide Document Links to contributed packages will be listed here

develop Contents [nide]

= Download Beta 1Rice University. Network Systems Architecture Class

- Reﬁf’f‘ °:195 2 Router buffer sizing (University of Toronto)
Contribute 3 Click Any-to-Any test (CSI)

discover 4 Deficit Round Robin (DRR)
H = Teachers 5 Princeton: MTU Test Scripts
(] I n o u r = Researchers 6 Emulab: On-line Testoed
= Students 7PTP
v 8RCP

p roj e ct = Upcoming Events 9Live CD

= Discussion Forum . . " .
= Recent E',mggs Rice University: Network Systems Architecture Class  [edit]

homepage v

Scott Rixner, Jeff Shafer

=) Description
— The NetFPGA system was used at Rice University to teach a class on o
<0 i | »

(3§ @ Intemet | Protected Mode: On #®100% v
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Project Ideas for the NetFPGA

* IPv6 Router (in high demand)

» TCP Traffic Generator

« Valiant Load Balancing

* Graphical User Interface (like CLACK)
* MAC-in-MAC Encapsulation

* Encryption / Decryption modules

* RCP Transport Protocol

» Packet Filtering ( Firewall, IDS, IDP )

+ TCP Offload Engine

« DRAM Packet Queues

+ 8-Port Switch using SATA Bridge

* Build our own MAC (from source, rather than core)

* Use XML for Register Definitions
http://netfpga.org/netfpgawiki/index.php/Module Wishlist S
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Group Discussion

* Your plans for using the NetFPGA
— Teaching
— Research
— Other
* Resources needed for your class
— Source code
— Courseware
— Examples
* Your plans to contribute
— Expertise
— Capabilities
— Collaboration Opportunities
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Survey

 How did you like this this tutorial?
— What did you find useful?
— What should be improved?
— What should be removed?
— What should be added?

« Can we post the video from this event?
— If not, please let us know.

« Complete On-line survey
— http://netfpga.org/tutorial_survey.html
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