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“Worldwide Social Trend p——— —

3 Social Trends, New Behaviors and Expectations — the
“Pull” to Innovate (Gartner, °‘08.11)

Attitudes to Time
and Money
Money, but no time -

45 seconds is too long to wait —
time, but no money

Technology Refusers

Invisible technology,
rather than high
technology

One-to-Many
Communication

Users of communities
interact with groups

Globalization

Products for many
regions, languages

pinions Matter
* Peoples' opinions
matter more than in

& attitl.ldes the past
Working Practic nd Attitudes Personalization
Blurring of work and leisure, conflict Attitudes to privacy, ownership,

between new and old attitudes piracy, color & language
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gic Technologies

QA Top 10 Strategic Technologies for 2010 (Gartner, 2009.10)
I O I

Green IT
Unified Communications

Business Process
Management

Metadata Management

Virtualization
Mashup
Web Platform

Computing Fabric
Real World Web

Social Software

Electronics and Telecommunications
Research Institute

Virtualization
Business Intelligence

Cloud Computing

Green IT

Unified Communications

Social Software and Social
Networking

Web Oriented Architecture

Enterprise Mashups

Specialized Systems

Servers-Beyond Blades
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Cloud Computing
Advanced Analytics
Client Computing

IT for Green

Reshaping the Data
Center

Social Computing

Security-Activity
Monitoring

Flash Memory

Virtualization for
Availability

Mobile Applications
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* Hype Cycle for Emerging Technologies, 2008

visibility

4

Green IT O

O Social Computing Platforms

O Video Telepresence
Microblogging O P

3-D Printing
Cloud Computing O
Surface Computers
Augmented Reality £
Mobile Robots

O Solid-State Drives

™

Beh

avioral Economics

Basic Web Services

Public Virtual Worlds

i SeWiCB-C_Jl'iEI:'ItGd
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Context Delivery Architecture
Erasable Paper Printing Systems

Virtual Assistants

Web 2.0

s
Q.9 O
-.'.'I Electronic Paper

® Location-Aware Applications

SOA
@,

P =T
k. LIF

Social Network Analysis

Ildea Management
Corporate Blogging

As of July 2008

Peak of
Technology Trough of - Plateau of
Triaaer Inﬂate_d Disillusionment Slope of Enlightenment Productivity
time v
Years to mainstream adoption: obsolete

Olessthan2years O 2to 5 years
Source: Gartner (July 2008)

® 5to 10 years

A more than 10 years

@ before plateau

ThoAle 0T o
Electronics and Telecommunications
Research Institute
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* Hype Cycle for Emerging Technologies, 2009

expectations
4

Cloud Compuiing
E-Book Readers

Wiraless Power Social Software Suites

Infermet TV
Green IT
Wideo Telpresence

bdesh Metworks: Sensor

3D Printing
Augmented Reality
Surface Computers

Maobile Robots
Behawioral Economics

Speech Recognition

Online Wideo

S04
Location-Aware Applicafions

Wikis
Elecironic Faper

Tablet PC

ldea Management

Web 2.0

Social Nebtaork Analysis

Owvver-the-Ar Mobile Phone Payment Systems,
Cewveloped Markets

Video Search

Public Virtual Waorlds

Caontext Delivery Architecture
Cuartum Computing
3D Flat-Fan= Displays

As of July 2008

Human Augmentation RFID (Case/Pallet)
Peak of
Technology Trough of Plateau of
Tri Ex Iﬂata_:"n Disillusion " Slope of Enlightenment Productivity
time w
Years to mainstream adoption: obsolete

O less than 2 years © 2 tobh years ® 5t 10 years S more than 10 yvears & before plateau

Source: Gartner [July 2008)
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uctilire” Rrotection; 2008

* Hype Cycle for Infrastructure Protection, 2008

visibility
Quality-of-Service Threat Throttling ﬂ o _
'In the Cloud' Security Services Database Activity Monitoring (DAM)
Security Switch
Security in the Switch

SMB Multifunction Firewall

Virtualization Security —
(formerly Multifunction Security Appliances)

Identity-Aware Networks
Static Application Security Testing

Endpoint Protection Platform
Network Access Control

Network IPS

Web Application Firewall
=IERA

= IVl

Secure Web Gateway
Next-Generation Firewalls

Network Security
Silicon

Handheld Device Antivirus

Stateful Firewalls

Network Vulnerability
Scanning

HIPS on Servers
E-Mail Security Boundary

DDOS Defense (formerly Distributed

Denial of Service)

Years to mainstream adoption:
Olessthan2years O2toS5years @ 5to10years A more than 10 years

Source: Gartner (September 2008)

TN
Electronics and Telect
Research Institute
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‘Network DS WLAN 1PS
Dynamic Application Security Testing
XML Firewalls
As of September 2008
Peak of
Technology Trough of . Plateau of
Trigger Ex::':aﬂ:at taeti::)ns Disillusionment Stope of Enlightenment Productivity
time
obsolete

@ before plateau
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* Hype Cycle for Infrastructure Protection, 2009
expectations

(LN LK ] s T TS
1 Security in fhe Switch
A
elration Tegting Tools O

e (e

Database Activity Monitorimg (DAN)
- Open-Source Security Tools
Fr— SMB Multifunction Fircwall
Application Insgpection Endpoint Deep Packet Inspeciion
o Application Control
Stateful Firewallks
= Mobile Data Prrotection .
. . "
E-Mail Security Boundary 1 HIPS on Servers
) Data Masking ~DDoS Defense
XML Firewalls S Web Application Firewalls
~ MNetwork IPS
Software Compaosition ~h Dynamic Application Security Testing
And:ﬂ'ﬂiﬁ Shatic Jﬁpﬂm ~ o L W_AN II:H-::-I‘
rity Testing TT1 Seours Web Gateways
HIPS on PCs MNexi-Generation Firewalls
Metwork Access Control Metwork Security Silicon
Network 1DS Endpaint Protection Plafform
Az of July 2009
Peak of
Techno logy Trough of Plateau of
Trigger E:;:::ﬁma Disillusionment Slope of Enlightenument Productivity
|

time
Years to mainstream adoption:

Q less than 2 years © 2to 5 years

Source: Gartner (July 2009)

® 5010 years A more than 10 years
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obsolete
% before plateau
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el AttalclkHiend

@ Targeted vs. broad
- targeted attacks
@ Changes in motivation
- prior to 2006 : Hactivism (Politically motivated attacks)
- Current : Financially motivated attacks
@ Changes in targets
- not looking for vulnerable PCs
- looking for vulnerable web sites and vulnerable users
@ Technologies
- Applying STEALTH techniques to attacks hiding
- Zero-day attack trial increased
- Attacks using web vulnerability increased
- Attacks on mobile vulnerabillity increased
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v’ Scalability/Ubiquity

v’ Security/Robustness

v Mobility

v'Heterogeneity

v Quality of Service

v Re-configurability

v Context-awareness

v Manageability

v Data-centric or Content-centric
v"Economics

X the requirement of future internet = the problems with current internet
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curlty Project

)
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« FP7 -14 Security Projects
“Security, Privacy and Trust in the Future Internet”

fo Integrated projects
- MASTER
- PRIMELIFE
- TAS3 6 Specific targeted research projects \
\ ~ TECOM - AVANTSSAR
- AWISSENET
- INTERSECTION
- PICOS
- PRISM
- SWIFT

\_ - WOMBAT /

O Networks of Excellence Co-ordination Actions

- eCRYPT II
- FORWARD
- THINK-TRUST
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v MASTER
. Managing Assurance, Security and Trust for Services

* This project aims at providing manageable assurance of
the security and trust levels and regulatory compliance of

highly dynamic Service Oriented Architectures that deal
with business process

e |t defines an overall infrastructure that facilitate the

monitoring, enforcement and audit of quantifiable
Indicators on the security of a business process

SHIENATY ;
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security Project

N
5o

v PRIMELIFE
. Bring Life-Long Privacy to the Internet

« This project aims at bringing sustainable Privacy and
ldentity Management to future networks and services,
with users retaining control of their own personal data

— (=l In thg Inform.atlon Society, users can act |
\ and interact in a safe and secure way while
\ 8 retaining control of their private sphere

SHIENATY :
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_Security Project

v TAS3
. Trusted Architecture for Securely Shared Services

» This project aims at developing a generic architecture
with trusted services to manage personal information
and substantiating it into two concrete healthcare and
employability platforms

STHRENATE :
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FE curity Project

v TECOM
. Trusted Embedded Computing

» This project will adapt a systematic approach to the
development of trusted embedded systems, consisting of
hardware platforms with integrated trust components

« It includes following issues in the figure

SHIENATY :
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v  AVANTSSAR
. Validating Security Properties of Software Services

» This project will develop the first computer language for
specifying trust and security properties of services and
their dynamic composition into secure service
architectures

« The language will be integrated in a new software
platform with algorithms and tools to validate those
properties

SHIENATY :
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*curity Project

v AWISSENET
. Ad-hoc personal area network and Wilreless Sensor
Secure NETwork

» This project focuses on security and resilience across ad-hoc
Personal Area Networks (PANs) and wireless sensor
networks

The AWISSENET results will be packed in a security toolbox, which will be prototyped and
validated in a large trial

SHIENATY :
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7 Security Project

v INTERSECTION
. Infrastructure for heTErogeneous, Resilient, Secure,
Complex, Tightly Inter-Operating Networks

» This project focuses on vulnerabilities at the intersection
points between interoperating network providers

v PICOS

. Privacy and Identity Management for Community
Services

» This project will develop and build a state-of-the-art
platform for providing the trust, privacy and identity
management aspects of community services and

applications on the Internet and in mobile communication
networks

SHIENATY ;
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7 Security Project

v PRISM
. Privacy-aware Secure Monitoring

» This project aims at setting a new de-facto standard for
privacy-preserving traffic monitoring and deliver a tool
that is guaranteed for legal compliance

v SWIFT
. Secure Widespread ldentities for Federated
Telecommunications

 |dentity Management (IdM) are currently confined to the
web services domain. SWIFT extends IdM by including
user centricity and network operators as additional
iInterdependent domains with IdM at the core

SRHRENATLY |
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* curlty Pro ject

v WOMBAT
: Worldwide Observatory of Malicious Behaviors and
Attack Threats

» This project aims at providing new means to understand
the existing and emerging threats that are targeting the
Internet economy and the net citizens

Malware analyns Comtext amalyns
Data
enrichment
-
o,
& \ A
&S % =
ST E = e
¥ m
Homevpor WO M B AT Secumity tools update:
Data Threat Cloumme. ).
acquisition analysis S
Crawlenrs Secusity "‘."F‘*“" %
New collection updates (policies, ...)
pracrices
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curity Project

v eCRYPT II

. Fundamental enabler for secure, dependable and
trusted infrastructures

» ... Outstanding and on-Going Challenges for European
Cryptology !

v FORWARD
: Managing Emerging Threats in ICT Infrastructures

e This project aims at promoting collaboration and
partnership between researchers from academia and
Industry involved in the projection of ICT infrastructures

against cyber threats such as malicious code, spam and
phishing

SRR SNATH
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Research Institute
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7 Security Project

v THINK-TRUST

. Think Tank for Converging Consumer Needs in ICT Trust,
Security and Dependability

» This project is a Coordination Action that will set up an ICT
Security Research Advisory Board that will bring together the
opinions and requirements of a comprehensive range of
stakeholders with regard to trust, security and dependability issues
in emerging ICT environments

ETPs ESRIF GIObaI Initiatives
Other EU Projects) \ (Nessi, NEM) ENISAetc (Inco-trust, GENI]
SBCUI‘G

re&pactcmzen
- shiok trust.eu Security is the solution to the
Guiding principles .
m =S mergence of a new dynamic
admtmstratwe g pnonties information SOCiety
frameworks
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v FIND (Future Internet Design) is a major new long-term
initiative of the NSF NeTS research program

v" NSF NeTS research program
» Future INternet Design (FIND)
» Networking of Sensor System (NOSS)
> Wireless Networks (WN)
» Networking Broadly Defined (NBD)

v" Total of 48 projects (By February 2010)

> FIND research might address questions
4 \.1\.A\.—J\.|\J||_J

IIIIII 3II

« How can we design a network that is fundamentally more secure and available than
today's Internet? How would we conceive the security problem if we could start from
scratch?

¢ How might such functions as information dissemination, location management or
identity management best fit into a new network architecture?

«  What will be the long-term impact of new technologies such as advanced wireless and
optics?

¢ How will economics and technology interact to shape the overall design of a future
network?

«  How do we design a network that preserves a free and open society?

ETR' AR -923 - ETRI Proprietary



v Architectural Support for Network Trouble-Shooting

. FIND project

v' Keyword
» ldentity
» Tracking
> Privacy

v" Outline

» This project aims to fundamentally change the nature and quality of
network troubleshooting.

» Research themes

SRS NATEY

Electronics and Telecommunications

Identifying Responsibility
Beyond Modularity

Tracking Causality

Privacy

Troubleshooting and Robustness

- 24 -
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v Designing Secure Networks From the Ground-Up

v Keyword
» Security
» Privacy
v" Outline
» This project aims to develop a clean-slate Internet architecture where

>

protection from malicious network-based attacks is a fundamental
design goal and build, deploy and operate a prototype SANE(Security
Architecture for Private Network Settings) network

Research themes
« Designing SANE Switches
* SANE's Service Model
» Protection and Communication in SANE
* End-to-End Communication
* Revoking Access
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v Enabling Defense and Deterrence through Private
Attribution

v' Keyword
» Security
» Packet Attribution
» Group Signature

v Qutline

» This project is developing a novel architectural primitive---private
attribution---based on group signatures that allows any network
element to verify that a packet was sent by a member of a given

group
» Research themes

 Privacy-preserving per-packet attribution
« Content-based privacy assurance

SHIENATY :
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v Enabling Future Internet innovations through Transitwire (eFIT)

v Keyword
» Addressing
» Routing

v' Outline

» This project is a new Internet architecture design, eFIT, to achieve the
objective of enabling future innovations by ensuring strong universal
connectivity at the architectural level

» Research themes
« Mobility
« Security
» Path Diversity and User Selection
* Network Diagnosis
« Explicit Network Feedback
* Quality of Service
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v

v

ETRI

ND project

Postmodern Internetwork Architecture

Keyword

» Internetwork

» Network-layer innovation
» Security

Outline

» This project aims to design, implement, and evaluate through daily use a
minimalist internetwork layer and auxiliary functionality that anticipates
tussles and allows them to be played out in policy space, as opposed to
in the packet-forwarding path

» Research themes

«  Support for any foreseeable policy requirement via explicit mechanism. This forces tussles to play out
explicitly, under the control of the mechanism, as opposed to “under the covers.”

«  Complete isolation of routing and forwarding. Routing (path selection) may be in-band, out-of-band,
or some of both. This provides maximum flexibility with respect to the amount and type of resources
devoted to path selection.

«  User control over inter-realm paths, within the constraints imposed by provider-specified policies. This
allows forusers to select paths to achieve quality or other policy objectives.

« Isolation of the basic forwarding mechanism from any kind of endpoint identifier. This makes it
possible to use different forms of endpoint ID without modifying the fast forwarding path.

e e - 28 - ETRI Proprietary
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ND project

v Privacy-Preserving Attribution and provenance
v' Keyword

» Security

» Attribution

» Provenance

» Group signature

» Data Exfiltration

v' QOutline
» This project is developing two key architectural capabilities---host
attribution (vvhl\.h phyS'\.a! machine sent a p“"%t) and data provenanc

(what is the “origin" of the data contained within a packet)---to enabl
the direct expression of a wide-range of security policies

» Research themes

« Key architectural components to improve the level of security and
assurance available to network services

« PIs are initiating a dialogue among both researchers and network
operators about critical policy aspects of network security

ETR' AR - 929 - ETRI Proprietary



ND project

v' Protecting User Privacy in a network with Ubiquitous
computing devices

v Keyword
» Privacy
» Implicit identifier
» Wireless network security

v" QOutline

» This project is to study existing systems such as 802.11 to
characterize privacy threats and design improved network and
link protocols that provide stronger privacy guarantees

> Research themes

« This includes names that conceal identity without compromising
network functions, such as routing, that rely on them; name
discovery

« resolution protocols that do not reveal information across system
layers.; techniques to detect implicit names exposed by end-points

SHIENATY ;
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v’ X.805 Security Architecture (conventional view on security in common)

=>» [X.805] defines the following security dimensions. These security dimensions and
security threats stated above are considered as the base of this Recommendation.

= However, This Recommendation does not further define or distinguish the use of the
X.805 security layers (Applications, Services, or Infrastructure)

=>» Thus, It need to infer completeness for use as a security assessment for NGN networks

which are not compliant with this standard.
| Destruction

=
=B
S =
S & S ® § 2 >
= 2 ® = = Corruption
E B S § 5 = > P
8 S T S 83 8
VULNERABILITIES o2 3 £ g E S = Removal
S g B &
g g z 8 S % = Q Disclosure
< xS & EO :
zZ CDU c Interruption
5]
O
~— I

~
8 Security dimensions
X.805_F3

Security architecture for end-to-end network security
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ngdardization Activity in ITU-T (2) .~

v 8 Security Dimensions of Y.2701 (Security Requirementsfor NGN Release 1)

1) Access Control

» NGN providers are required to restrict access to authorized subscribers.

» TheNGN isrequired to prevent unauthorized access, such as by intruders
masguerading as authorized users.

STHRENATE :
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rdization Activity in ITU-T 3) Er,—v

2) Authentication

» NGN providers are required to support capabilities to authenticate subscriber,
eguipment, network elements , and other providers. This includes support of, but is
not limited to, the following:

a. Capabilities to authenticate users for transport network access
b. Capabilities to authenticate user for access to services at the start of, and during, service
delivery

Capabilities for aNGN user to authenticate the NGN provider on each stratum

Capabilities to allow user peer-to-peer authentication

e. Capabilities to alow mutual authentication between two NGN providers on each
stratum for exchange of signaling, management and media/bearer traffic

f. Capabilities to allow authentication of other service providers across ANI interfaces.
SIMbased and/or non-SIM-based approaches are to be supported

o o
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3) Non-reputation

» This Recommendation does not specify any non-repudiation security requirements.

» S0, additional concerns of non-reputation are specified and needed for the future
| nternet environments.
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4) Data Confidentiality

cryptographlc or other means.

» NGN providers are required to protect confidentiality of control messages by
cryptographic or other means if security policy requests.

» NGN providers are required to protect the confidentiality of management traffic by
cryptographic or other means.
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5) Communication Security

» NGN providers are required to provide mechanisms for ensuring that information is
not unlawfully diverted or intercepted.

ETRIEEEE - 36 - ETRI Proprietary



6) Data lntegrity

Nnrnw/i Horc QI’D ronii I

> 1 \!CI \! HI UVIUL (@ | ) ] Ll\1 w
cryptographic or other means.

» NGN providers are required to protect integrity of control messages by
cryptographic or other means if security policy requests.

» NGN providers are required to protect the integrity of management traffic by
cryptographic or other means.

&
=+
@)
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7) Availability

» NGN is required to provide security capabilities to enable NGN providers to
prevent or terminate communications with the non-compliant end-user equipment;
e.g. to mitigate DoS attacks, spreading of viruses or worms and other attacks.
These capabilities may be suspended to allow emergency communications.

» NGN internal network elements may also be susceptible to viruses, worms, and
other attacks. Similar measures to quarantine network components are also
required.

» An NGN should provide provision of security capabilities to enable a NGN
provider to filter out packets and traffic that is considered harmful by the respective
security policy.

» NGN is required to provide capabilities for the support of disaster recovery
functions and procedures. The specific requirements are outside the scope of this

Recommendation.
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8) Privacy

» NGN is required to provide capabilities to protect the subscriber's private
information such as location data, identities, phone numbers, network addresses or
call-accounting data according to national regulations and laws.

» Specific requirements for privacy are national matter and are out of scope.
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New Way of Future Internet .

Sorting through
apile of cable

Possible?
... might be
impractical

Holding ends of a cable

and putting them together ©
Long way... but,

a better approach

—

Holding one end first!

Holding opposite ends of along cable

SRR SNATH
Electronics and Telecommunications - 4 0 =
Research Institute
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v' Openness VS. Security
=» One good strategy isfairly tuning two objectives for achieving a balanced performance

Preparing for expected benefits Coping with potential risks

Functionality, Sharing, Transparency, Confidentiality,  Integrity,  Availability,
Convenience, Compatibility, Anonymity, Conc_eqlm(_ent, Proteqt|on, Privacy,
Performance, Operability, and so forth | dentification, Trustworthiness, etc.
Risky-ignored |
I nternet
WEe're going the
same way together
Securlty
costs too
Trust- orlented - much
Services
Functlonallty =
based Services _.._L_. SN Should be

N
~ equally fair??
! y

Emerging technologies and services, and
one-to-one communications come us with
unpredictable threats and attacks
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v" Building free networ ks from malicious codes and DDoS attacks

=» One suggestion is that individual routers could be equipped with detection, blocking,
and other relevant functions coping with serious threats and attacks.

=» This cooperative network is able to play arole of the global sensorium for the future
|nternet.

A Linear (Pessimistic)
Expectation in the Router
Capacity Growth

Traffic
e

““““““ g I Monitoring %

and Control

100Tb/s

Malicious
traffic -
detection w

A Infected
Node by

Router capacity Malicious
2x every 18 months Codes

1Tbfs

2003 2008 2007 2009 201 2012 208

Attacker DDoS Commander

* Source from Stanford Univ.
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Future iIs not to be predicted,
but to be created.
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