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NetFPGA Introduction

% The NetFPGA is a low-cost platform
» Tool for teaching networking hardware and router design
» Tool for networking researchers

Host Main
CPU Memory

PCI

Router

Hardware-Accelerated
IPv4 Reference Router

g 39 4ot EE R S A= 3 & : :
iﬂi} EERBR [FERIBATE 2P 3 Data Communications Lab.



O

NetFPGA Usage models

% 1) Reference Router : can be downloaded from http://NetFPGA.org
» Hardware-accelerated NIC, or IPv4 router
» Openflow switch extension

% 2) Customized Router

% 3) Complete new design

Extensible Software | ! My Custom

Java GUI Components i Software
FrontPanel of Router

(SCONE)

Custom
Hardware

Customized Reference Router Clean-Slate Design

# E1 4 (e s S e EY .
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NetFPGA Major components

+» Interfaces: PCI, 4GE o FPGAw/provided infrastructure 5w
& Memori = Tol [[EaF— 22
¢ emaories — T <M [lom{T | Field Programmable =9
o a = R Gate Array (FPGA):
** FPGA resources E ——23 § > ?I—* Virtex ILPro 50 7
- - ] h
% Schematic and board S 2= |[E=T User-defined SEhRE
layout Ll Network =
y E Processing 5 o
=1 o= == | Logic
> EDF s TR 3R EE
(http://netfpga.org/NetF = NetFPGA FIFO - :r —
® e packet L
PGA_PCB_r3.pdf) @ platform buffers |ﬂterlfﬂ=6 —
» Orcad Capture file
. . Host | Linux OS - NetrPGA Kemnel driver |
(http://netfpga.org/NetF computer Ueoraetned sow — — |
PGA PCB—Ma\/—14— ser-aeftfined so are networking applcations

2008.zip)
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Obtaining NetFPGA system

® i . Web & Browser
< Obtaining NetFPGA Hardware cap || Monitor || Ve, PV
» Digilent Inc. , Tools Server Client
sales@digilentinc.com
o User Space
% Obtaining a Host PC for the .-
NetFPGA Linux Kernel
» Assemble your on PC using from Packet Forwarding Table
components L
PCI ] PCI- |
» Purchase a Dell 2950 -
» Purchase a complete pre-built = = = =
system
4 N\ Z
NetFPGA Router 6
Hardware
\_ J
(nf2c0 .. 3) (ethl .. 2)
w BEREBHR 6 Data Communications Lab.
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Obtaining Gateware/Software Package

*» Download the Beta NetFPGA Package (NFP)
» Sign up for a new beta account
O http://netfpga.org/netfpgawiki/index.php?title=Special:Userlogin&type=signup
» Download the tarballs from http://NetFPGA.org/beta/distributions
O netfpga_base beta 1 2 5 2 CentOS5.tar.gz
% Download the extended NetFPGA Package (BetaPlus, optional)
» 1) Complete the survey on-line as: http://netfpga.org/survey.html
» 2) Send an email to jwlockwd@stanford.edu
O written guarantee that you will not re-distribute the source code
» 3) 7 days for review =» email confirmation
» 4) download the NFP from http://NetFPGA.org/betaplus
O netfpga_full_ beta 1 2 5 1.tar.gz

2 £ o s S e EE L
w B KRB [FERIATE 2P 7 Data Communications Lab.
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Install Software

% CentOS & Xl (4.4,45,5.1,5.2)

< GUI &&= ?let IDK £ X

* RPMforge repository
» yum Ol & IHI[ K| I AS Al 1A
repositoryE M F=IJHAII[H X[ 4
** NetFPGA Base Package
< Verilog &= & X
» Xilinx ISE , ModelSim, ChipScope

% AMl=dl0l&Z2 ?8 Memory Modules 3=t

» Micron DDR2 SDRAM
» Cypress SRAM

Data Communications Lab.
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Verify the software and hardware

s Compile and Load Driver
» cd ~/NF2/
» make
» make install
> reboot

[ root@localhost:~

File Edit WView Terminal Tabs Help
[root@localhost ~]# lsmod | grep nf2

nf2 22156 0O

[root@localhost ~]# ifconfig -a | grep nf2

nf2co Link encap:Ethernet HWaddr 00:4E:46:32:43:00
nf2cl Link encap:Ethernet HWaddr 00:4E:46:32:43:01
nf2c2 Link encap:Ethernet HWaddr 00:4E:46:32:43:02
nf2c3 Link encap:Ethernet HWaddr 00:4E:46:32:43:03

[root@localhost ~]# []

# H1 4 e ST o EE o L
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Verify the software and hardware

** Run Selftest
» Reprogram the CPCI

Q /usr/local/sbin/cpci_reprogram.pl --all
O PCE restart & [{OtCH AlSH
> Loopback cable & X|

» Load self-test bitfile
O nf2_download ~/NF2/bitfiles/selftest.bit

[root@localhost ~]# ifconfig nfZ2c3d up

[root@localhost ~]# ~/NF2/projects/selftest/sw/selftest
Found net device: nfZcO

NetFPGA selftest 1.00 alpha

Running..... PASSED

[root@localhost ~]# []

oy 39 4ot EE R S A= &l : :
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** Run Regression Tests

és- 2,
m

» Connect Ethernet test cables
» Load reference_router bitfile

O nf2_download ~/NF2/bitfiles/reference_router.bit

» Run regression test suite

O ~/NF2/bin/nf21_regress_test.pl

1 Root directory is /root/NF2

2 Running tests on project 'driver'...

3

M =1 o N

3
10
11
12
13
14
15
1g
17
18
15
20
21
22

Running glebal setup...
‘driver_compile’...
"driver install’...
'modprokbe’. ..
"verify mtu'.
'verify 4 interfaces'...

Running test
Running test
Running test
Running test
Running test

Running global teardown...

Running test
Running test
Running test
Running test
Running test
Running test
Running test

Running global teardown...

'test_loopback random'...
‘test loopback minsize'...
loopback maxsize'...
loopback drop'...

"tezt
"test

PRES

PLSS
. PASS

PASS

PASS

PRSS

"test_loopback cre'...
‘test ip interface'...

EERBX 1FEREE TEREP

PASS

PLSS
PASS

PASS

Running tests on project ‘reference nic’...
Running gleobal setup...
‘download nic'...

PAS3
PRS3S
PRSS
PRS3

PASE

PASS

11

Verify the software and hardware
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NetFPGA full system components

s

Software

PCIl Bus

NetFPGA

SCONE PW-OSPE | Java GUI

DIrVEr
N\
DIVIZA REGISIERS!

4

nf2_reg_grp
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The SCONE

+ Software Component Of NetFPGA
» |IPv4 forwarding,
» handles ARPs and various ICMP messages,
» has telnet (port 23) and web (port 8080) interfaces
» implements a subset of OSPF named PW-OSPF.

«» SCONE mirrors

» a copy of its MAC addresses, IP addresses, routing table, and ARP table to
the NetFPGA card

» which hardware accelerates the forwarding path

w BEREBR [FIRBIE LI 13 Data Communications Lab.
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The reference pipeline of NetFPGA

** Rx queues module

% Input arbiter module mac || cru (| mac || cru || mac || cru || mac || cru

» U3 AMBIAE 28 RxQ 2 &
s Output port lookup module W

> =4 e ZA2H Input Arbiter
» “Openflow switch” & module :
+» Output queues module Output Port
Lookup

> EEILE packet 2 Al &

> “Traffic scheduler “ & 9| Xl E“E‘HEEHHE[

% Tx queues module Output Queues

ﬁ/\\\\..

# b d e S (o EE L
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Inter-Module Communication

% Only “Push” operation

» “RDY” signal : 1 bit
_ _ data
» “WR” signal : 1 bit
> “CTRL” signal: 8 bit Module il ) Module
0 Module header 7 £ i wr i+1
0 End of Packet 7 & ' rdy
> “DATA” signal : 64 bit < '
\“\\‘_ \
T 1 Y e o
Wi J—I_E.—L,_II ||
w | BT i ——
CThL _"-.._%'_'_-I_:.- e —— i —
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Inter-Module Communication

% “Module header” £ 88 &Y
> First module header: Rx queue 0l Al A4

I 063 ]
CTRL BUS DATA BUS

Oxff DSTRORT O

DX Other Module Header

Ctrl Word Data Word

(8 bAItS) (64Jl:&|ts)
( Y ~N\ —
X Module Hdr Contain information

such as packet
length, input port,

y Last Module Hdr output port, ...

0 Eth Hdr
0 IP Hdr

oy 39 4ot EE R S A= 3 & : :
W B KRB [FERIATE 2P 16 Data Communications Lab.



dual port
gigabit lan

dual port
gigabit lan

xx.2.2

1.2

Be.x 01

SO
—/ —

[root@localhost ~]# ping -I 192.168.1.1 192.168.2.1 -c 10
.168.2.1 (192.168.2.1) from 192.168.1.1 : 56(84) bytes of data.

PING 192

64 bytes from 192.168.2.1: icmp_seq=0 ttl=62 time=0.140 ms
64 bytes from 192.168.2.1: icmp_seqg=1 ttl=62 time=0.121 ms

64 bytes from 192.168.2.1: icmp_seqg=2 ttl=62 time=0.187 ms

64 bytes from 192.168.2.1: icmp_seqg=3 ttl=62 time=0.125 ms

FFRETE TR 17 Data Communications Lab.
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S Agetd 7o
> iperf L2 &4
» Reno TCP
» t=1800s 029 Bt /
» e

O OS:Cent0S 5.2
(Kernel 2.6.18-web100)

Q CPU : 2.8GHz
O RAM : 512MB aaot [,
O LAN : dual port 1G /u.n

. ERD el N = g
g RE KRBT HIRAE TR 18

835 Mbit/s

xx6.2

pc2
835 Mbit/s
wx52
829 Mbit/s

w32

pci

U

w22
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NetFPGA (¥ = =38 AlE

< Reno TCP < HSTCP

NetFPGA 778 Mbit's I
x.%.6.1 x.x.6.1 % :

xx.6.2 xx.6.2

dual port dual port
gigabit lan %.x.5.1 pe2 gigabit lan x.x.5.1~ pe2

: x.x.: : M 1(141 \k

xx.5.2

NetFPGA 778 Mbitfs

xx.3.1

xx.3.2
dual port dual port
gigabit lan xx.2.1 pci gigabit lan
847 Mbit/s
/ - \ '
xx.3.2 x.x.0.1 Q .
XN.2.2 XN.2.2

oy 39 4ot EE R S A= &l : :
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OpenFlow switching

% Isolation: Regular production
traffic untouched

2 Virtualized and programmable:
Different flows processed in
different ways

*» Open development environment
for all researchers (e.g. Linux,
Verilog, etc).

» Flexible definitions of a flow

» Individual application traffic

» Aggregated flows

» Alternatives to IP running side-
by-side

Standard
SW  Network

Experimenter writes

EsqEsNEEEEEEEEEESn aunpn experlmental COde

on switch/router

P X7 4o I N = 2% B
W BRI (FIRAE AR LE 20

Data Communications Lab.



g

OpenFlow components

4

L)

» OpenFlow Controller
OpenFlow protocol

L)

4

J/
>

*
o OpenFlow Switch spec:'ﬁcaﬁoncnntmuer
% Secure channel i
. 0\
2 Elow Table OpenFlow Switch o T;E;t"
L]
» Ingress port I Secure
Channel
» Ethernet src/dst addresses
- Add/delet
> Ethernet type hw fow entry
» VLAN tag Table * Encapsulated
packets
» |IP src/dst addresses « Controller
discovery
» |P protocol

» TCP/UDP src/dst ports

oy 39 4ot EE R S A= 3 & : :
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I Flow Table Entry

“Type 0" OpenFlow Switch

{w} BEREBI FIRBIE LB 22 Data Communications Lab.
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OpenFlow protocol

s “http://www.openflowswitch.org/documents/openflow-spec-v0.8.9.pdf”

s Controller-to-Switch Messages

» Handshake messages
0 OFPT_FEATURES REQUEST/OFPT_FEATURES_ REPLY

» Switch configuration messages
O OFPT_SET_CONFIG/OFPT_GET_CONFIG_REQUEST/OFPT_GET_CONFIG_REPLY

» Modify Flow messages
O OFPT_FLOW_MOD/OFPT_PORT_MOD

> Read state messages
0 OFPT_STATS_REQUEST/OFPT_STATS_REPLY

» Send packet message
O OFPT_PACKET_OUT

% Asynchronous Messages

> OFPT_PACKET_IN/OFPT_FLOW_EXPIRED/OFPT_PORT_STATUS/OFPT_ERRO
R_MSG

% Symmetric messages
» HELLO/ECHO_REQUEST/ECHO_REPLY

Cpn) 3 ot (IR S (= 39 & : :
w BEREBR [FIRBIE LI 23 Data Communications Lab.
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Using OpenFlow on NetFPGA

* Implementation
» Output port lookup module & &

SRAM DRAM
M 1 iU Date Pt y = M g sttt Helnbieleiielniientatallnly Il |
-F;LJ | User Data Path i -F;LJ ' User Data Path i
Eﬂm ! T | = 111] Tx( : :
e | g g| ! |{mm"™e i Frac m |
R0 | = 1 g T« ! S |
TR e § 10 2| | TP ! - Ingku 1 i :
15 : f | £ [ n 5| | = 1M+, | 2 Header B . I z |
— - & -H e | ‘E |" Parzer roter 5 I
MALD = o ! > MAC
Imnm | 2 = % ﬁ : Ime :l'- E Wilclcard ID]E *
CFU L= = = | T CPU | I 3 Loakup ¢ =0
IEDH o] | = m o} [ :l:l:[l Tx | =3 E |
L= | O T : = I £ :III] - Pachkat ID] = |
: I
e — | g BINIEA : - %‘:‘ |
y ' O Fl (] t Part L !
P CPU pensiow uipu 8] oo
I[DFEID I[[l Tl : :
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Performance Results

«» The maximum number of flows active <= 10000 flows

> fit very easily into the NetFPGA OpenFlow switch’s 32,000-entry exact
match table.

* The maximum new flow request rate seen in the Stanford EE/CS
network <= 7000 flows/second,

» within the capabilities of unoptimized NetFPGA OpenFlow switch

implementation. Active Flows over 7 days
-E 1% T T T T
;
e}
5
L
as
=
g ,
0 1 2 K 4 5 B 7
Days
= Flow Request Rate over 7 days
E 6000 T
= BO0OF
&
&
=
S
i
]
g
L

2 £ b i n S o E :
w BERKEBR [FFRBETF itions Lab.
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NetFPGA OpenFlow switch %]

«» Obtain tarball
> http://netfpga.org/beta/distributions/netfpga openflow switch.0 8 9-1.tar.qgz
“* Regression Tests

» Reprogram the CPCI

» Load openflow_switch bitfile

» nf21 regression_test.pl --project openflow _switch & &4

[root@localhost /]# nf21 regress test.pl ——-project openflow_switch
Root directory is /root/NF2
Funning tests on project 'openflow switch'...

NatFPGA

Running global setup... PASS
fe=" Running test "test exact simplel'... PASS
S Running test "test exact simple2'... PASS
s pal gigabit lan gigabit lan nf2e2 5 i e et . 9
gigabit lan Running test "test wildcard simplel'... PAS3
= o Running test "test wildcard simple2... PASS
! H‘“Jﬁih HﬂB’”’nm“ Running global teardown... PASS
eth2 nf2c0

iy 3 ot (IR S (= 39 & : :
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NetFPGA OpenFlow switch BIAE

& %ﬁ

Openflow Openflow
192.168.1.128 192.168.1.1

Controller
192 1681.3

pci pc2

S S

192.168.1.129 192.168.1.2

iy 39 4ot EE R S A= &l : :
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NetFPGA OpenFlow switch BIAE

< Controller & &
» .Icontroller -v ptcp:6633
< Openflow switch & & = A
» Download OpenFlow hitfile.
O nf2_download openflow_switch.bit
» Insert OpenFlow kernel module and NetFPGA kernel module
Q /shin/insmod openflow _mod.ko
Q /shin/insmod hwtable _nf2_mod.ko
» Setup datapath and interface
O dpctl adddp nl:1
a dpctl addif nl:1 nf2cX
a dpctl show nl:1
Q ifconfig of0 192.168.1.X netmask 255.255.255.0

O secchan nl:1 tcp:controller ip:port

£ £ o o s S o EE L
w BERKBR FIRAE I 28 Data Communications Lab.



OpenFlow switch Datapath & &

File Edit Wiew Terminal Tabs Help

root@localhost: ~ x Iroot@localhost:r- x [I‘OOE@lOCBII‘IDSt:ﬂ-

[root@localhost ~]# openflow-git/utilities/dpctl adddp nl:1
[root@localhost ~]# openflow-git/utilities/dpctl addif nl:1 nf2co
[root@localhost ~]# openflow-git/utilities/dpctl addif nl:1 nf2cl
[root@localhost ~]# openflow-git/utilities/dpctl addif nl:1 nf2c2
[root@localhost ~]# openflow-git/utilities/dpctl addif nl:1 nf2c3
[root@localhost ~]# openflow-git/utilities/dpctl show nl:1
features_reply (xid=0xd042b541): ver:0x97, dpid:2320d4f6d2
n_tables:3, n_buffers:256

features: capabilities:0x17, actions:0x3ff

B(nf2cO): addr:00:4e:46:32:43:00, config: O, state:0@

1{nf2cl): addr:00:4e:46:32:43:01, config: 0, state:0

2(nf2c2): addr:00:4e:46:32:43:02, config: @, state:@

3(nf2c3): addr:00:4e:46:32:43:03, config: @, state:@

LOCAL{0T0): addr:00:23:20:d4:f6:d2, config: 0, state:®@
get_config_reply (xid=8x5ea546bc): miss_send_len=128
[root@localhost ~]# ifconfig of@ 192.168.1.1 netmask 255.255.255.0
[root@localhost ~]# []

[]

5 root@localhost:~ i e
File Edit View TJerminal Tabs Help

root@localhost: ~ x Ircot@localhnst:— x 1mnt@lncalhnst:— x ‘root@locaihost:r- x
[root@localhost ~]# secchan nl:1 tcp:192.168.1.3:6633 [:
Feb 19 06:26:09|00001|secchan|WARN|OpenFlow reference implementation version 0.8
V9~2

Feb 19 06:26:09|000802|secchan|WARN|OpenFlow protocol version 0x97

Feb 19 06:26:09|00003 | rconn|WARN|nl:1: connecting...

Feb 19 06:26:09|00004 | rconn|WARN|nl:1:8: connecting...

Feb 19 06:26:09|00005| rconn|WARN|tcp:192.168.1.3:6633: connecting...

Feb 19 06:26:09|08006 | rconn|WARN|nl:1: connected

Feb 19 06:26:09|60007 | rconn|WARN|nl:1:8: connected

Feb 19 06:26:09|00008 |port_watcher |WARN|Datapath id is 002320d4T6d2

Feb 19 06:26:09|00009|port_watcher |[WARN|Identified data path local port as "of@"
Feb 19 06:26:09|00010| rconn|WARN|tcp:192.168.1.3:6633: connected

29

Data Communications Lab.



OpenFlow switch ‘ping’ HIAE

=

root@localhost:~ = 0%

File Edit View Terminal Tabs Help

[root@localhost ~]# ping 192.168.1.129 -c 3

PING 192.168.1.129 (192.168.1.129) 56(84) bytes of data.

64 bytes from 192.168.1.129: icmp seq=1 ttl=64 time=4.69 ms
64 bytes from 192.168.1.129: icmp seg=2 ttl=64 time=0.261 ms
64 bytes from 192.168.1.129: icmp_seg=3 ttl=64 time=0.196 ms

|

--- 192.168.1.129 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2000ms
rtt min/avg/max/mdev = 0.196/1.718/4.698/2.107 ms
[root@localhost ~]# []

> root@localhost:~ = |1 e

Fle Edit View JTerminal Tabs Help

root@loca... x |ronh@10ca... x ‘rouh@!oca... x ‘ronh@!oca." xlroob@luca.,. x|root@loca... x

[root@localhost ~]# dpctl show nl:1l
features reply (xid=0x3ffbadl@): ver:0x97, dpid:2320d4f6d2
n_tables:3, n_buffers:256
features: capabilities:0x17, actions:@x3fT
0(nf2cO): addr:00:4e:46:32:43:00, config: @,
1(nf2cl): addr:00:4e:46:32:43:01, config: @,
2(nf2c2): addr:00:4e:46:32:43:02, config: ©, state:@
3(nf2c3): addr:00:4e:46:32:43:03, config: @, state:@
LOCAL(0T@©): addr:80:23:20:d4:76:d2, config: O, state:@
get config reply (xid=0x71b6el77): (sending flow expirations) miss_send len=128
[root@localhost ~]# []

state:@
state:@

root@localhost:~ =0

File Edit View Terminal Tabs Help
[root@localhost ~]# dpctl dump-flows nl:l
stats_reply (xid=0x3bde@ccd): flags=none type=1(flow)

duration=2853s, table id=0, priority=65535, n_packets=1, n_bytes=15390, idle ti
meout=0,hard_timeout=0,tcp,in_port=3,dl vlan=@xTfff,dl src=00:30:48:43:b4:05,d1_d
st=00:23:20:e5:0d:84,nw_src=192.168.1.3,nw_dst=192.168.1.128,tp_src=6633,tp_dst=3
6658, actions=output:0

duration=2853s, table id=0, priority=65535, n_packets=1, n_bytes=28756, idle ti
meout=0,hard_timeout=0,tcp,in port=0,dl vlan=0xTfff,dl_src=00:23:20:e5:0d:84,d1_d
st=00:30:48:43:b4:05,nw_src=192,168.1.128,nw_dst=192,168.1.3,tp src=36658,tp _dst=
6633,actions=output:3

duration=3002s, table_id=0, priority=65535, n_packets=417, n_bytes=30226, idle_|
timeout=0,hard_timeout=0,tcp,in_port=65534,dl_vlan=0xffff,dl_src=00:23:20:c5:94:4
0,dl_dst=00:30:48:43:b4:05,nw_src=192.168.1.1,nw _dst=192.168.1.3,tp_src=33291,tp_
dst=6633,actions=output:3

duration=3002s, table_id=1, priority=65535, n_packets=213, n_bytes=16014, idle_
timeout=0,hard_timeout=0,tcp,in_port=3,dl_vlan=0xffff,dl_src=00:30:48:43:b4:05,dl
_dst=00:23:20:¢5:94:40,nw_src=192.168.1.3,nw_dst=192.168.1.1,tp_src=6633, tp_dst=3
3291,actions=LOCAL

duration=3002s, table id=1, priority=65535, n_packets=1l, n_bytes=60, idle timeo
ut=0,hard_timeout=0,arp,in_port=3,dl_vlan=0xffff,dl_src=00:30:48:43:b4:05,d1_dst=
00:23:20:¢5:94:40,nw_src=0.0.0.0,nw_dst=0.0.0.0,nw_proto=0,tp_src=0,tp_dst=0,acti
ons=LOCAL
[root@localhost ~1# []

[»]

és' -
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OpenFlow switch ‘ping’ HIAE

{Untitled) - Wireshark

File Edit View Go Capture Analyze 5Statistics Help

B@eo o DAxeed Qe 9F L QEear @Y e

w
[ Fitter- I Il][lllExpressicn...”@glear" f Qpply]
No. . Time Source Destination Protocol  Info i
10 O, U014y 19L, 106, 1.3 19, 10T, 1. 1 Urr FEQLUTES REQUESL [(LoM] 186) 3
11 0.001250 192.168.1.1 192.168.1.3 TCP 45570 = 6633 [ACK] 5eq=9 Ack=17 Win=5888 Len=0 T5V=1 |l
12 0.001316 192.168.1.1 192.168.1.3 OFF Features Reply (C5M) (272B)
13 0.001361 192.168.1.3 192.168.1.1 OFP 5et Config (CSM) (12B)
14 8.0408967 192.168.1.1 192, 168.1.3 TCP 45570 > 6633 [ACK] Seq=281 Ack=29 Win=5888 Len=0 TSV
15 0.041271 192.168.1.3 192.168.1.1 TCP 6633 = 45570 [ACK] 5eq=29 Ack=281 Win=6880 Len=0 TS5V:| |
1A 15 MATGES 142 148 1 1 142 18 1 = nNEE FErhn Bomuact (EMY (2R Y Bt

(] Il I [+]

I Frame 13 (78 bytes on wire, 78 bytes captured)

P Ethernet II, Src: Supermic_43:b4:05 (00:30:48:43:b4:05), Dst: NiciraNe_d4:f6:d2 (00:23:20:d4:T6:d2)

P Internet Protocol, Src: 192.168.1.3 (192.168.1.3), Dst: 192.168.1.1 (192.168.1.1)

P Transmission Control Protocol, Src Port: 6633 (6633), Dst Port: 45570 (45570), Seq: 17, Ack: 9, Len: 12

P Header
=~ Switch Configuration
= Flags
. — Send Tlow expirations: Yes (1)
.00, = Handling of IP fragments: No special fragment handling (@)

Max Bytes of New Flow to Send to Controller: 128

= OpenFlow Protocol

0020 01 01 19 e9 b2 02 13 63 e6 4a 16 21 1T 4d B0 1B
0030 00 b5 bd ba 00 00 01 @1 08 Oa 00 Oe b5 13 0O 10
LLETONET-RElCO7 09 00 Oc cd bl cO ef 00 01 00 BO

Profile: Default

OpenFlow Protocol (of), 12 bytes Packets: 101 Displayed: 101 Marked: 0 Dropped: 0

és' -

my B KB 1FERIATE 2T 31 Data Communications Lab.



OpenFlow switch ‘ping’ HIAE

Canirailar Openflow Openflow
192.168.1.2 192.168.1.3 + MatFPGA + NetFPGA 192.168.1.129
ki 182.168.1.1 192.166.1.128

[ | |
| ARP request192.168.1.3 broadcast |

b ARP reply———m
TCP conntions |
-4——5M Hellp——

—SM Hello——» SM : symmelric message
CSM : controller switch message
—CSM Features_request—m- AM : async message

—CSM Sel_config 128—m,
CSM Features repl:.f_
Switch & =

-4—50M Echo reguest——
—SM Echo reply—m

ARP request 192,168.1.3 broadcast

Al Packet In
ARP 192,168.1.3
S Packet out—-

ARP request 192.168.1.3 broadcast |
| ARP reply »
| TCP conntions |

I 1 |
I Openflow conntions |

L =g

& 59 4o s oy S
;ﬂ} BERBE FIRET
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CRRirailar Openflow Openflow
192.168.1.2 192.168.1.3 + MetFPGA + NetFPGA 192 168.1.129
P 182.168.1.1 192.166.1.128
|
ARP reguest 192.168.1.120—p
Al Packet In
"_ARP 192.168.1.129° |
S0 Packet out—s
ARP request 192.168.1.129 broadcast
I
g0 Packet In ARP 192.168.1.129
CEM Packet out »-
ARP request
192.168.1.129 broadcast
ARP reply
1921681129 |
4—AM Packet In ARP 122.168.1.120——
CSM FI::!W mod »
AM Packet In ARP  [€ARP reply———
192.168.1.129
——C5M Flow mod—me
i ARP reply
Echo request >
Al Packet In
' Fing requeast
CEM Flow mod—p-
Echo requast—;s
4+——AM Packel In Ping request
[
CSM Flow maod =
Echo request—m
——FEcho reply———
4—AM Packel In Ping reply———
I
CSM Flow maod =
AM Packet In 4——Echo reply——
Ping reply
S Flow mod—-
— * Echo reply
é:r;-' PR e il | =g m e X4 3T 33
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workflow-based
experiment control

b

workflow enactment

resource query and
request

Service

Clearinghousa portal

site registration and
event notation

PCN controller (site 1) PCN controller (site 2}

WOD content
server

wireless node & display

= —f"””@

commodity device

34

PC7IHE WIER A 713t == =

—

H AEH| =

Node Controller

2 N N
i L L
| Experiment & | | | Operation & k
| Control || | Management *|
| )]\ J |\
N —-— S
Age Age Age Age ’//
| | |
| | |
Net\Allork Services, C:omputation Ser\{ices
| | | S
| | | g
Programmable Networking Virtualization =
OpenFlow %
[ VINI | =
(]
e}
2
Wired il Wireless |
' Networking NetFPGA | Networking Hardware Substrate

Programmable Computing/Networking Node
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J

kol

% Programmable UIE® D & X2 Ut UIER D A& A& 2| & Ity
Jl= e
» K& 22| scheduler (DRR, WFQ &)
» Packet editor & (NAT, Other protocols)
> Openflow protocol =&

SRAM DRAM SRAM DRAM  SRAM
T =T N | I t """""""" [ :
AT \User Data Path 1 | e - \User Data Path ‘] | Scheduler
LU GPU I
m R | : 3 % : — 1 TxQ 1M ;:g, ] : ]m : i AL T
WAC | | : | AN
Moo 1 | my CEE g) mR | Hosme
TPO g | Hearler 3 ! v I Header I[l] gl I .
M eq— |2 Parser o m* 5 m o — 1|2 | =
Rt el 10 3 ™™ @ RxQ |3 Parser T g, 1—:"]]] TxQ
—| < | ' AT Lol < H Gl m
WAC z ot = AT
]II]R,(Q_ : é_ I[[la: _']]]]TXD ml’g::g_ : E_ I[I],E-: H i-lhl ]I[IT)(D
o) | 1| 5] 3| TOP - || E I
0 req : s ]]]]U: —»( 1l 1,0 M peo : fercrl ]]]]ol : :.-:j]]]TxD
WAC WAC g Editor |
e} | T - ] N I o/
TFU I OpenFlow Output Port Lookup I | PO s : OpenFlow Qutput Port Lookup m : R —
0 R | ' | = na Mg 1— | Il 1q
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= __
5% o7
% Scheduler /2 & 4 )

> Output queue =&
» DRR, WFQ, SCFQ =

Output Queue

< OpenFlow protocol & &t
» Flow entry 2 message format ==&

Rule | Action - QoS Spec.

oy 3 ot (IR S (= 39 & : :
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