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SDN 1.0 vs. SDN 2.0
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SDN 1.0: OpenFlow

 OpenFlow is a programmable tool.

Controller
OpenFlow Switch specification
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Version Date Header Fields

OF 1.0 Dec 2009 12 fields (Ethernet, TCP/IPv4)

OF1.1 Feb 2011 15 fields (MPLS, inter-table metadata)

OF 1.2 Dec 2011 36 fields (ARP, ICMP, IPv6, etc.)

OF 1.3 Apr 2012 40 fields (IPv6 Extension Header, etc.)

OF 1.4 Aug 2013 41 fields (Synchronized tables, etc.)

OF 1.5 Dec 2014 41 fields (Egress table, etc.)




SDN 2.0

* Tenets of SDN 2.0 (from Scott Shenker at UCB)
— 1) Software goes to the edge; the core stays dumb
— 2) “Middleboxes” get included in SDN
— 3) The network is opened up to third-party services
— 4) Closed interfaces are not allowed

— “OpenFlow itself isn’t a bad protocol, But OpenFlow
was meant to communicate new ideas to
networking equipment. The limitations of ASICs —
table sizes, for instance — prevented OpenFlow
from getting some of those ideas across.”
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Limitations of OpenFlow

* OpenFlow is not perfect!

— OpenFlow H U 2 2 QI5|f T=5-50] 24l
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As-Is
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[Vladimir Gurevich, “Programmable Data Plane at Terabit Speeds”]




Protocol

Authoring
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To-Be (1/2)
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[Vladimir Gurevich, “Programmable Data Plane at Terabit Speeds”]



To-Be (2/2)

Switch OS

Run!
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[VIadimir Gurevich, “Programmable Data Plane at Terabit Speeds”]




History (1/2)
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History (2/2)
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Application: In-band Network
Telemetry (1/2)

* INT (In-band Network Telemetry) [Kim15]
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Application: In-band Network
Telemetry (2/2)

SW2 SW3

(INT Transit) (INT Transit)

» < INT instr.
SW4 metadata

SW 1 SW4 SW2 metadata

(INT Src/Sink) (INT Src/Sink) SW1 metadata




Application: Load Balancer (1/2)

 HULA(Hop-by-hop Utilization-aware Load-
balancing Architecture) [Kat16]

— ECI\/IP(EquaI Cost Multi-Path routing): @3 & A
F X[ FotE n2olX| B B& Z2 H[E2
2=

— CONGA(Congestion-aware load balancing): & 3
X AR X[ F£5tE A 2{oHX| 2, O F {5l A
DE ZAZ20| CYst Mg M Eo| = o st

— HULAE= @3 & Fol= 22[SHME O F 2
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M3 20 Chet Mef= 7H’WKI5’I
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Application: Load Balancer (2/2)

P4 code

if(curr_time - flowlet_time[flow_hash] > THRESH) {

Flowlet table }

metadata.nxt_hop = flowlet_hop[flow_hash];
flowlet_time[flow_hash] = curr_time;

flowlet_hop[flow_hash] =best_hop[packet.dst_tor];

- n= m ey,
(. Max_util = 50% )
Fath Util table




Application: Network Monitoring

(1/2)

 FlowRadar [Li16]
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Application: Network Monitoring

(2/2)

Analyze
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Application: Packet Scheduler (1/2)

e Abstract Scheduling Model [Siv16-2]

— Push-in First-Out (PIFO) Queue: O 2] A 4AHE rank
440l 2|35l T Zl =0| queuetOf| R X| = ZH5}

Al E| 1 queueing E IfZ! =2| dequeue Il_Péj%

rank°| =AN7t=2 =AMEH N2

— 0| & &off, =X{ot= CHEF==2f schedul ng 7| &
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Application: Packet Scheduler (2/2)

Parser Ingress pipeline Queues/ Egress pipeline Deparser
Scheduler
)
— Rank LD - I S—
— . : | I || — — ]
In ~ | Computation(Domino) | — — . out
— LI — EE— E— '
N — —] E_——— L,
—_

Programming Example of Fair Queueing

f = flow(p) \ /

p.start = max(T[f].finish, H

virtual_time)
3. T[f].finish= p.start + p.len -

4. p.rank = p.start

a )

<Packet Transaction> <PIFO Queue>
o J - 4

Programmable Fixed Logic



Hardware for Programmable Data

Project A XN o X& Ao SHAZ]
Texas
RMT - - 2013 3Q
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NFP-6xxx Netronome NFP-6xxx Agll(l&PéCqSDK 2013 3Q
XPA Cavium CNX880xx XAl sDk 2014 4Q,
PISA Barefoot Tofino P4 2016 2Q
Networks
Virtex-7 FPGA Xilinx Virtex-7 FPGA PX 2014 1Q
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Reconfigurable Match Table (RMT)
(1/2)

Am
z

= B 0[A]) match
oI5t AL =T}o}

—

o
otd =l Ahel= =1hobA| &
e

Ta
= A0| 7t=

— HE = 12l 2 HO| =l queuing ruleOf| 2|3l &St
= M & portQ| queueE X |AZE = US

—

— Intel2| FlexPipe, Cavium2| XPA, Barefoot2]
Tofino S| Al RMT 2 2 O| IO| =2} @l ==
J|HtO 2 B1E9J0|2 DEYSID Ylon], padt
Domino =°2| §|O|E WH A= L ol|&t 2 &l
s/ o2 Y 7B WNES




Reconfigurable Match Table (RMT)
(2/2)

Logical Stage 1 Logical Stage N
Switch State —
imeladata) Stafistics State
\ —
I\ R < 3 2 Configuratle
\;. Z Output
T 0 2 Queues
7 | o | | Match VLIW .. ol
a| 8 |!| Tables qlﬁ«::titm 3| 3
Packets Prog.” > I Packets
— o /[ SN I
\:_h Parser B —> ¥ — g fﬂj
] T ]
Input : 3 , ' Output
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Barefoot: PISA

* PISA (Protocol-Independent Switch
Architecture)

_RMT 7|HIS 2 paE X| &

Mix of SRAM and TCAM for: lookup tables,
counters, meters, Bloom filters

Recirculation

ALUs for: Standard Boolean and Arithmetic
Operations & add/delete fields, hashes




Barefoot: Tofino Chip

e Tofino

— Barefoot 2| Capilano ALY 2{ = AFE ST PISA
SEH XMzt & & (up to 6.5 Tbps)

. Barefoot Networks (@ barefootnetwork - 122 232
m} Tofino, our 6.5Tb/s, world's fastest & P4 programmable Ethernet switch family, is
in our customers' hands! Happy Holidays! #BarefootTofino

CPU DMA

e MAC engines

Control & Configuration

Ingress Egress
10/25/40/50/100 Pipeline Pipeline 10/25/40/50/100

Rx MACs Ingress Egress Tx MAC
10/25/40/50/100 Pipeline Pipeline 10/25/40/50/100

Traffic
Manager

Rx MACs Ingress Egress Tx MAC
10/25/40/50/100 Pipeline Pipeline 10/25/40/50/100

Rx MACs Ingress Egress Tx MAC
10/25/40/50 Pipeline Pipeline 10/25/40/50/100
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Barefoot/Edgecore: Switch

OCP’s Wedgel00BF-32X (1RU, 3.2Tb/s)

— https://barefootnetworks.com/blog/disaggregation-
and- programmable forwardmg planes/

#1 #-2 #3 :*4 #5= ) t

RackMon 2x2
RJ45 I/F

PSU #1

COM-Express
CPU module

Air baffle

Tofino ASIC

Type—-A USB

BMC conso le
OOB Ethernet

1x5 fans—-tra Y

PSU #2

Fan_ctrl and
RackMon card

Fan_ctrl card cable

M.2 128Gbyte SSD

2x16 QSFP28 ports

LED selection button
and status LED

Debug connector



Software for Programmable Data

Project HA Z 1| 0| X| HHA|7|
POF Huawei http://www.poforwarding.org/ 2013
https://www.xilinx.com/product
PX/SDNet Xilinx s/design-tools/software- 2014
zone/sdnet.html
P4 P4 Consortium http://p4.org/ 2014
Domino MIT http://web.mit.edu/domino/ 2016
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Huawel POF

 POF (Protocol Oblivious Forwarding)
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Xilinx PX

* PX
— Parsing Engine, Lookup Engine, Editing Engine2L. =
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P4: Overview

* P4 (Programming Protocol-Independent Packet
Processors)

—P4= HER3 SX[2] ote| 2|2 21 E I O] A0f
CHet &7 ZIS—EI Tdet 7|2 MEoH 59
“E'ieoﬂi A He Sd= 7t
| P4 Program |
| Front-end Compiler |
| Back—en:éo:gliir |
P Generate Target Code
T 4 Frogrammable Switch | _______________________________ i
E Parseﬂr Ingress pipeline g:ﬁer Egress pipeline Deparser E

E Match/Action table Match/Action table i
: f/‘—"‘-\_‘ Ty ra :
; Q’ - — |j,> ;
| — — ;
i T - - :




P4: Programming (1/3)

Al p -
S AAStEE 20| CrEA & 17l 9
o= X o|
=—= O —
oot HES2 O™ =AM +A!0f Tt
2tAl THZIO| Al ==X E T2 parserE &0}

Zot 5| HEQ| 2t 220 CHSHA O
= 8K = Match/action table 7|5 2




P4: Programming (2/3)

header_type ethernet t {

fields {

dstAddr :

srcAddr

parser parse ethernet ({

extract (ethernet);

return select(latest.etherType) {
parse_vlan;

0x8100

header_ type my encap t {

fields {
foo
bar
baz

gux

next protocol

12;

[Changhoon Kim, “Programming The Network Data Plane in P4”]



P4: Programming (3/3)

table ipv4 l»m
{

reads {

ipvéd.dstAddr o nerol ingress

} {

actions apply(12);

apply(my_encap);

if (valid(ipvd) {
apply(ipv4_lpm);

} else {

apply(ipv6_lpm);

set next hop;

}
action set next hop(nhop ip apply(acl);
{

modify field(metadata.nhop ipv4 addr, nhop ipv4 addr);
modify field(standard metadata.egress port, port);
add_to_field(ipv4.ttl, -1);

[Changhoon Kim, “Programming The Network Data Plane in P4”]
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P4: Compiling (1/2)

 Front-end AL} <

~Z2380| pa 720 Holg 7o) LA
AEIUE=XE BS

— Front-end AL YU 2 p40j| A X| & St= P4-HLIR
(High Level Intermediate Representation) T2 M E
= sofl Mgt = QO M, Front-end AL E 2| &
=2 PA= AAH = 9|, Parser, H 0| =0 EHC.’_F
HE 7} python 7| 82| OrderedDict HE{E K| = &
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e Back-end AL}

P4: Compiling (2/2)

— Cj O] E| = SF =420 Of| CHSH A Front-end &It
OIO| Z4 1}%% DHEIO = _|—|_|.X-I

— P4-HLIR Z =M E 0| M| = Back-end AL} &= /Tt

H O|= 7t2| 2|&-d 2l = (dependency graph) 0|

CHSH & H 2 Rl

— M5 H 2l Back- end At Y2 2 AH|O|X| &
ooj =2l 4, M 22| 2 S €2 i ot
c9jojo] EXof w2t apx|7| 20| o]0 Ty
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P4 16

T o

P4 Target An embodiment of a specific hardware implementation

. A specific set of P4-programmable components, externs, fixed components and their
P4 Architecture interfaces available to the P4 programmer

P4 Platform P4 Architecture implemented on a given P4 Target

Community-Developed

O

S —
P46 P4‘|§ Core

Vendor-supplied

Extern Architecture
Libraries Definition

rary
[, A

[VIadimir Gurevich, “P4_16 Introduction”]
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Conclusion
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