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ABOUT ME

Main research area

* Online Game Security, Online Game Data Analytics
* Game Bot Detection and Prevention
+ Gold-farmer group Detection
* In-game Fraud Detection (e.g. Real Money Trade issue by gold-farmers)
+ Pirate Server Detection and Prevention
* Fraud Detection System
* Internet Portal, Online Game Service, Internet Banking
* Network and System Security
* Intrusion Detection with data mining and machine learning
«  Malware Analysis (Cyber Genome) — Mal-Netminer, API-MDS

*  Mobile App vulnerability analysis - Andro-Profiler, Andro-Tracker, Andro-AutoPsy, Andro-

Dumpsys, SAPIMMDS
« Dataset release
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http://ocslab.hksecurity.net/Datasets
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MMORPG (Massively Multiplayer Online Role-Playing Game)
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"Loyalty or profit? early
evolutionary dynamics of online
game groups."

(ACM NetGames 2013)
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DATASET

ArcheAge
- 201349 1€ =A|, XLGames Of|A] 74t 9l & cho

-

« SN A Y CjArQat KR EVESIE MMORPG & 7He =2 H Y
- 7|2t 2011.12.8 ~ 2012.2.25 (4X} Closed Beta Test 2| Z0H|O|E)
« 214 guilds, 20,253 players. (6,309 players joined a guild.)
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FINDINGS

The membership distribution of guilds in ArcheAge.
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FINDINGS - WHY? SOCIAL INTERACTIONS DO
HARM?

Activities and Group Growth

« The cumulative number of people joining (top, gray line) and leaving (bottom, gray line)
the guilds, and the concurrent group actions frequencies (colored).
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FINDINGS - BATS!!!!

Subgroups and Changes in Group Size

« The affiliation network of subgroups between players (circles and bat icons) and guilds
(squares).
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FINDINGS - TASK-ORIENTED BEHAVIORS,
CONSEQUENCE?

Subgroups and Changes in Group Size (cont'd)
« The frequency of withdrawals by players.
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FINDINGS - OLDIES GOODIES?

Subgroups and Changes in Group Size (cont'd)
« The frequency of the joining of the same guild by players.
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FINDINGS - WE NEED TO TALK...

Social Communication Patterns

* Various types of chatting pattern in ArcheAge

KORE#

UNIVERSIT

Type

Definition

Remark

Chatting between the same

Expedition-chat } expedition members (guild | Largest simultaneous chatting
members)

2nd largest simultaneous chat-

Faction-chat Chatting between the same | ting, Fraction 1s a family
ol - [ ~ . . . ~

faction members which can share the private fa-

cilities (e.g. house, inventory)

Partv-chat Chatting between the same | Smallest size of group chat-

e party members ting pattern
. Chatting between the same Raid-chat supports larger
Raid-chat N amount of  simultaneous

raid group members

chatting than party-chatting

Trade-chat

Chatting for negotiation when
users do trade action between
any users

Commonly 1:1 private chat-
ting

Say-chat

Casting broadcast message to
all users in the same zone

Large size of public chatting

Whisper-chat

I:1 chatting. This private chat-
ting 1s not exposed to other
users.

Smallest size of private chat-
ting
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FINDINGS - WE NEED TO TALK...

Social Communication Patterns (cont'd)

« The prevalence of distinct chat types in four representative guilds.
1%

8%

old

—_—
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15% Active communications
3% between guild members are
correlated strongly with the
growth of the guild.
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CONCLUSIONS

We conclude that decisions to join a guild are often personal profit driven rather
than social loyalty.

« Users are eager to engage in task-oriented activities.
* Joining a guild can lead to the formation of friendships at a later time.

The social activities that lead to an increase in an individual's profit are the main
factors in strengthening and expanding the lifetime of the guilds especially in the
very early stages.

Social activities do function as indicators of guild growth or decline.

Active communications between guild members are correlated strongly with the
growth of the guild.
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Altruism in games: helping others
help themselves

(ACM NetGames 2014)
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MOTIVATION - |CE BUCKET CHALLENGES, PAY IT FORWARD

Ice Bucket Challenge, Pay it Forward (2013) & 7|2olA|LIR?
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“After getting help from other players, | feel warm
and | begin to help other players in trouble.”

“l feel a sense of belonging in this society (virtual
game world) when | helped other players.”




Findings — Free Money and Item transactions

® Altruistic Trade Distribution of Users.
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Findings — Party Play

Altruistic Party Play
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O|EtH 2He|2| =t (Contagion of Altruistic Behaviors)

B The Contagion of Altruistic Behaviors
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| Would Not Plant Apple Trees If
the World Will Be Wiped:
Analyzing Hundreds of Millions of
Behavioral Records of Players
During an MMORPG Beta Test

(WWW 2017)
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Motivation — M| 0| S X[ EEO| Z-EUCHH?

® World of Warcraft's Corrupted Blood incident (2005)
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