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Network Emulation

* Network Emulation is

» a technique where the properties of an existing, planned network are

simulated in order to access performance, predict the impact of change, or
otherwise optimize technology decision making.

Bottleneck Bandwidth
Packet Delay
Packet Loss

Sender Dummynet Router Receiver

an
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Widely Used Network Emulators

“* Dummynet & NISTnet

» Software-based network emulator
O software packages running on PC

» bottleneck bandwidth
a bps ~ 1Gbps

» probability random packet loss
a 0~1 ( floating point number )

» packet delay

U ms
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NetFPGA Network Emulator

% Overall Pipeline Architecture and features
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Packet Drop
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NetFPGA Network Emulator (cont’d)

«» Bandwidth Limiter Module
» Traffic shapping with token bucket
» Bottleneck bandwidth

a 0~ 1Gbps
tokens/sec
queue
packets packets
. = ri:(;\(z\;e network
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NetFPGA Network Emulator (cont’d)

“» Packet Delay Module

» Time stamping for each ingress packet

» Packet delay

O Ons ~ (2%2-1)ns (8ns step, 125MHz) 112:;;111:1 ?(fxlggkftﬂx%ﬁ) X 8ns

» Ingress packet _cun_sye e [0000000080060353
/v _wanted_delay  |00000000000004 47
/mrcurr okt delay 10000000000000000
fin_dats 01000000000000936

At

in_wr 1
fin_rdy 1
fout data (0D0D000ODOO0n o0

aut_ctl

» Outgoing packet
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NetFPGA Network Emulator (cont’d)

+» Packet Drop Module
» PRNG with 21-bits LFSR
» Generation Polynomial of LFSR

P(x)=x""+x" +x+1

» Expectation and CDF of a Uniform Random Variable

B 17
ElX = f giad’FEl_ﬁ

&
Iz

» Probability Random Packet Loss
0 0.001% ~ 100%
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Experimental Setup

% Dummynet PC % Sender, Receiver and NetFPGA PCs
» OS: FreeBSD 8.0 » 0OS: CentOS 5.2
» CPU: Intel Quad-Core i5, 2.8 GHz » CPU: Intel Dual-Core E8400, 3.0GHz
» Memory: 4 Gbytes » Memory: 4 Gbytes
» NIC: Gigabit Ethernet » NIC: Gigabit Ethernet

Bottleneck Bandwidth
Packet Delay
Packet Loss

? Gigabit Link ¢ . Gigabit Link ¢ |
4| <« - “4]| = e 4

- > »

Sender NetFPGA Network Emulator Receiver
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Experimental Results
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192.168.8.1: time=0.208ms 1D=488a 8.6-1199.8
192.168.8.1: time=0.184ms 1D=488h
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192 _168._8.1: time=108_281ims ID=4817 Lyl : 1.3 Mbis s
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Experimental Results (cont’d)

Reply from 168.188.48.204: seq=8852 time=0.248ms TIL=128 ID=66c?

. Reply from 168.188.48.204: seq=8853 time=0.313ms TTL=128 ID=66c8

A X4 Packet LOSS Reply i-rm'u 1bﬂ 188.48.2084: seq=8854 tl:rnr_:—-lz".l.2'9E.mr-: TTL=128 ID=66c?
2 < time = 2 2 =1 2 =HGe

seq=B056 time=0.278ms TTL=128 ID=h6ch

> every 11 packet drop
fFrom 1bﬂ_1ﬂﬂ. i l EEQ=BHSS time=0.319ms TTL=128 ID=6b6cc

ci CIWWINDOWSWsystem32Wcemd.exe - hrping.exe 168.186.48.204 -t - WT- Ty from 168.188.48.204: seq- time=8.3580ms [1L=128 [D=66cd
Reply from 168.188.48.204: seq-0033 tine-0.24Sms TTL=128 ID=66ah Roply from 168.188.48.204: soq-085a tino=d.246ns TTL-128 ID-G6ce
% fyvom 168188 .48 4: seqg ine 49 ms ) e Reply from 168.188. 284: seq=B85h time=8.324ms TTL=128 ID=bbcf
from 1b3.183_43.éﬂ¢1 -eq=A035 time=8.247ms TIL=128 ID=66a Reply from 168.188.48.2 seqg=B@5c time=0.3208ms TTL=128 ID=66d8
tinad oiit. Reply from 168.188.48.204: seq=B85d time=B.258ms TTL=128 ID=66di
!an 168.188.48.204: SEQ=8@37 time=0.317ms TTL=128 66 ae Reply from 168.188 .284: seq=B@%e time=0.284ms TIL=128 ID=66d2
” : Reply from 168.188.48.204: seq=885f time=0.188ms TIL=128 ID=066d3
TTL=128 1D=66h8 : E : i ; 28 1D=E6
TTL=128 ID=66bi Reply from 168.188. 284: seq=B861 time=8.51Yms TTL=128
TTL=12§ = 7 Request timed out.

3 h TTL ] ] Reply from 1bﬂ 188. 2 SEQ=8863 time=0.317ns TTL=128

from 168.188.48 33 . -8.229ms TTL=128 66 h D from .48 2 seq= time=8.335ms TTL=128
(rom 1hﬂ 183 48 .2 o Ale time= 4Pms TTL=12 6t ply from 168.188.48.2084 seq=A065 time=0.313ms TTL=128 ID=66d8
oK ; ; from 168.188. 2 seq=0066 time=8.228ms TIL=128 ID=66d9
from 168 .188 .48 .2¢ z e =HR4E tiﬁﬁ'ﬁvzhfm" TTL=128 ID= ﬁﬁh? =ply from 168.188. 284: seq=8867 tine=0.188ms TTL=128 ID=66da
st timed out. B from 168.188. 204: seq=BB68 time=P.244ms TIL=128 ID=66dh
rom 168.188.48.204: SEQ=0@42 time=@.3@9ns TTL=128 ID=66h8 ply from 168.188.48.2 RagORaY timaf:7iome: TTLSLEE, L DGR

from 168.188.48.204: se time=H.229ms 12 56 b eply From 168. . 26 seq=B@ba time=B.233ms TIL=128

from 168.188.48.204: seq= ﬁﬂdi time=08.324ms TIL=128 1D=66ba g b i} i 2
from 168.188.48.204: seq=BB45 time=0.227ns TTI-T“H ID=66bb Reply f 68 . . 2 seq=B@6c time=B.311ms TTL=128 ID=66df
from 168.188.48.284: seq=8846 time=8.219ms TIL=128 ID=66bc
from 168.188.48.204: seq=0B47 time=8.257ms TTL=128 ID=66hd H . 2 SEQC936e times8 321ns TIL128 1D-66c8
from 168.188.48.204: seq=PA48 time=B.257ns TTL=128 ID=66he y from . .48 .284; seq=006f time=8.771ns
from 168.188.48.204: seq=B849 tine=B.317ns TTL=128 ID=66hf 2 from 168.188. 284: seq=807@ time=8.1850ms TIL=128
9 s oy - 1 from 168.188. 4 q=8871 time=0.243ms TTL=128

seq=084h time=8. p;an TIL= 1ﬂg =bbec ply from 168.188. 4: seq=0872 time=B.265ms TTL=128

From 168.188. ¢ seq=BA73 time=8.387mns TIL=128
quﬁﬁa4d time=0.288ms TTL=128 y s from 168_.188 .48 : seq=0874 time=B.183ms TTL '@ ID=66eb
; . ie r X from 168 .188 .48 .28¢ seq=B875 time=0.319ms TTL ID=66e?
Reply from 168.188.48.204: seq= HB4E time=0. ?E?mr TIL= 1*8 2 - eply from 168.188.48.284: seq=8876 time=8.1%8ms TIL '8 ID=66e8B
Reply from 168.188.48.2P04: seq=8050 tine=8.248ms TTL=128 = =L = from 168.188.48.204: seqg=8077 time=B.224ms TTL=128 I1D=66e9
Reply from 168.188.48.204: seq=8851 timne=8.248ms TTL=128
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NetFPGA vs. Dummynet

«» Emulation of Bottleneck Bandwidth

» The NetFPGA emulator can emit exact throughput almost up to 1 Gbps, but
the output of the Dummynet is saturated around 700 or 800 Mbps.

1.0x10° —=— dummynet
—8— NetFPGA

Emulator Output (kbps)

0.0 ¥ ) L4 ) L ) Y ! ¥ 1
0.0 2.0x10° 4.0x10° 6.0x10° 8.0x10° 1.0x10°

Bandwidth Configuration for Emulation (kbps)
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NetFPGA vs. Dummynet (cont’d)

“» Emulation of Packet Delay

» NetFPGA emulator is very accurate according to the configured value, but
the Dummynet has more diverse variation. (10 ms, 1000 ping packets)

1.1,
(B dummy net
B NetFPGA
-1y 0 SUSPRSRSTSTSITL TESRES S B VO S———
/2]
el
Q
S
I O A A ——
o
Y
o
|
B B0 ————————————————
=
=
Z
(1) O SCRMURETESINL SRR ———
ol ARARQRRRRRRR R RRR0Y,
9.5 10.0 10.5 11.0 115 12.0 12.5

Measured Delay (ms)
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NetFPGA vs. Dummynet (cont’d)

< Emulation of Packet loss
» NetFPGA emulator can control more exactly

» Exact mean value and very small variance of loss probability

Loss Probability

0 0 (1) 0
T 0.1% 1% 5% 10%
mean 0.100062 1.00111 5.004734 10.11184
NetFPGA
Result
variance 4.26e-11 2.39¢-10 7.63e-10 2.22¢-09
mean 0.099667 0.997294 4.939374 9.754387
Dummynet
Result
variance 9.72e-11 2.96e-10 2.21e-09 6.93e-09
ﬁzﬂﬁ EHEREBR FRBAET Data Communications Lab.
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Application to TCP throughput performance

< Measurement of the Throughput Performance

Throughput(TCP/ Reno) = 1 3
RTT \ 2p

6 ) . .
10 £ —u—theoretical 10° —u—theoretical
—e— test result —e—test result
§_ Em‘
=, =,
3 5 10°
=
L=
S 2
o o 10
S =
10’
"”w-—-
0 200 400 600 800 1000
RTT (ms)
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Demonstration

% Scheme of the Regression Test

" ) g 1
System ‘g NetFPGA Control PC
Mesaurement Time o
M chle Generator E -TEST Time Control
v = Traffic Generation Control
MODULE G - Measurement
F g ™) S == Tx & Rx PKTs
or Traffic Generator o -= Throughput
REGRESSION {UDP 1470bytes) @—p| = PacketLoss
TEST J -> AVG. Packet Delay
b - L% -

{oTime stamp e ittt
£ Probabliity Fandom \E
=\ Packet Drop =
e Y s
b- "GTSNIV\EN\E ! » M B T CEiay .
% Rac ! et Lim Itar AL B Lz
= Eandwidth Celay g faicd
E_ = | ter sl e ;—f—“@‘f 1~ B
= - e G PL
= - PooTem [
N o]
E : FEandwiatin ™ Celay - ii: MAC™Y % GlgE“E
é 5 e ter Gustis e ey (Tig foom
2 ; e FroenEBU
= il Tem
= S |
Bandw i aiay e HBE GIE
- ter = ﬁ-ﬁgi}’: e i TERT
: iy
& s =R
- ;
User Data Path
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Demonstration (cont’d)

“* Regression Test

» Scenario #1
Q Verifying the Regression Test Module

» Scenario #2
QO Verifying the Bandwidth Limiter Module

» Scenario #3
Q Verifying the Packet Delay Module

» Scenario #4
O Verifying the Packet Drop Module

i B KB FEETE TR

okt
=
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Scenario #1

“*Verifying the Regression Test Module

> Without packet loss, packet delay and bottleneck bandwidth.
> Regression test is working correctly?

-> Test Start ...
Last packet scheduled for transmission within 188.0088 sec

SENAIng PHEKBLS o s s Elapsed 180.000 sec
Regresstion Test for Network Emulator (rev 0.90)

minsh@cnu.ac.kr

-> Tx & Rx statistics ...
Data Communications & Next Generation Networks Lab.

Dept. of Infocomm. Eng., Chungnam National University, Korea. PKT Gen Time : 180.000 sec
: i :
Tx PKTs : 14648682
Rx PKTs : 14648682
-> This test will Verify the regression test module ... Drop PKTs |

-» IT you don't want, press Ctrl-C to exit ...
-> Final Reports ...

-» Test Set-up Start ... B8] Test Time : 180.000 sec
1] Generated Traffic : 938.789 Mbps
2] Throughput : 938.789 Mbps
B lsbar RSO o e oK Lil 3] Loss Ratio : B.008 %
4] Avg. Delay : 0.001 msec

-» Test Set-up Status ...
-» Test Finish ...

Packet Loss Probability ...........000iiuunn 0.000 %
Bottleneck Bandwidth ...........ccicvvvivnunn 1 Gbps Data Communications & Next Generation Networks Lab.
Packet Delay .......ccoiimmmnnnnnnnnnnnnnn 0.008 us Dept. of Infocomm. Eng., Chungnam National University, Korea.
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Scenario #2

“*Verifying the Bandwidth Limiter Module

> Only with bottleneck bandwidth (without packet loss and delay)

-> Test 5tart

Last packet scheduled for transmission within 180.880 sec

e i o R R ke R i R e R e R ol i ke e R ol ke e R e i e R e e i ke e 8 e e R e i e i i e 8 ol i ke e R e ke R e i e i o e i ol kel i e

Sending packets. oooooirirrreinirrreee T Elapsed 180.880 sec
Regresstion Test for Network Emulator (rev 0.90)

minsh@cnu.ac.kr

-> Tx & Rx statistics
Data Communications & Next Generation Networks Lab.

Dept. of Infocomm. Eng., Chungnam National University, Korea. PKT Gen Time : 180.008 sec
R R bR e A R R R R R e R e e R BT Eize © 1512 bytes (MAC, UDP: 1478 bytes)
Tx PKTs : 14648682
Rx PKTs : 15475
-> This test will Verify the bandwidth limiter module ... Drop PKTs : 14633207

-= If you don't want, press Ctrl-C to exit
-> Final Reports

-> Test Set-up 5tart ... 8] Test Time : 180.000 sec
1] Generated Traffic : 938.789 Mbps
2] Throughput : 8.992 Mbps
R e b PR BT 5k 58 0 5k OK 111t 3] Loss Ratio - 99,804 %
4] Avg. Delay : 1.730 msec

-> Test Set-up Status
-=> Test Finish

Packet Loss Frobability .......ccvvvenvennns 0.088 %
Bottleneck Bandwidth ......ciivvmmninnnrines l.008 Mbps Data Communications & Next Generation Networks Lab.
Packet Delay .............cooiiiiiiiiinn, 0.000 us Dept. of Infocomm. Eng., Chungnam National University, Korea.

B e e e T
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Scenario #3

“*Verifying the Packet Drop Module

> Only with packet drop (without packet delay and bottle bandwidth)

-= Test Start
Last packet scheduled for transmission within 180.000 sec

Sending packets...ciiiviiiiiiaiaiaisisiniias Elapsed 180.000 sec

EEE R AR R R R AR R R R R R R R R R R R R R R R R R AR R R R R AR R R R AR AR R R R R R R

Regresstion Test for Network Emulator (rewv 0.98) 2 Ix & Bx statisties

; PKT Gen Time : 180.0080 sec
minsh@cnu.ac.kr

PKT Size : 1512 bytes (MAC, UDP: 1470 bytes)
Data Communications & Next Generation Networks Lab. Tx PKTs : 14648682
Dept. of Infocomm. Eng., Chungnam National University, Korea. Rx PKTs : 13815242

-> ITf you don't want, press Ctrl-C to exit ...
-> Final Reports

-> Test Set-up Start ... @] Test Time : 130.000 sec
1] Generated Traffic : 938.789 Mbps
2] Throughput : 891.785 Mbps
REGISLE BESEL owmmmeneiaeriaasiaasioiiatio ias o la b lu b lah lete DK 111 3] Loss Ratio 1 5.007 %
4] Avg. Delay : B.001 msec

-> Test Set-up Status ...
-=> Test Finish

Packet Loss Probability .................... 5.000 %
Bottleneck Bandwidth ................c.cc0uunn 1 Gbps Data Communications & Next Generatiom Networks Lab.
Packet Delay ............cooiininiiniaian.. 0.000 us Dept. of Infocomm. Eng., Chungnam National University, Korea.

T O O O O R O O O O R R O T R 0 O R T O B O o O O O R R R R R R R R

«
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Scenario #4

“*Verifying the Packet Delay Module

> Only with packet delay (without packet loss and bottleneck bandwidth)
> Ping test between sender and receiver through the NetFPGA network emulator
> Ping 10.10.10.10 —i 0.001 (1ms)

10.10.10.11 Packet Delay 10.10.10.10

@ . Gigabit Link ¢ : Gigabit Link ¢ X
4] = > 4| = > Cd

Sender NetFPGA Network Emulator Receiver

okt

@} R B Ay [EERE(E TEALE 21 Data Communications Lab.



g

J J/
0’0 0.0

J
0’0

L)

L)

J
0’0

O/
0’0

References

Dummynet, http:// www.dummynet.com.

NISTNet, http://www-x.antd.nist.gov/nistnet.

NetFPGA, http://netfpga.org/foswiki/bin/view/NetFPGA/OneGig/Guide#Walkthrough_
the_Reference_Designs.

G.Adam Covington, Glen Gibb, John Lockwood, and Nick McKeown, “A Packet
Generator on the NetFPGA Platform” , IEEE Symposium on. Field-Programmable
Custom Computing Machines (FCCM), April 2009.

iperf, http://sorceforge.net/projects/Iperf.

Matthew Mathis, Jeffery Semke, Jamshid Mahdavi, Teunis Ott, “The Macroscopic
Behavior of the TCP Congestion Avoidance Algorithm” , ACM SIGCOMM, vol 27, no 3,

Thank you
for your attention !!!
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